Components of Attribute based Access Control

Firewall with attribute based access control

Microcomputer with Linux, particularly assigned for legacy systems, which are not able to be extended by
new access control mechanisms

Attribute based access control can also be integrated in Intelligent Electronic Devices (IEDs, control units)

Additionally, the following are offered:

Attribute Certificate Management System

- For generation of attribute certificates for access permitted users and processes
- For generation of attribute certificates for system components and objects to be accessed

Policy Management System

- For generation of rules, which specify the access requirements
- Configuration of system states to be considered by the rules, resp. access requirements

LDAP-Server

- For provision of X.509 certificates issued by a Certification Authority (CA)
- For provision of all attribute certificates
- For provision of access rules (Access Control Policies)

by application of Push- or Pull-methods.
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IMPROVED PROTECTION AGAINST INTERNAL ATTACKERS IN DISTRIBUTED INDUSTRIAL SYSTEMS BY

ATTRIBUTE BASED ACCESS CONTROL
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Secure Communication System

Internal Attackers/insiders have permitted access to critical systems and can cause damages of
infrastructures, humans and environments despite of the usage of secure communications

Applications

- Energy Generation and Distribution (Smart Grid)
- Industrial Internet of Things (lloT)

- Industry 4.0/Smart Manufacturing

- eHealth

- Transport and Logistics

Situation

By introduction of new concepts of distributed communications in industrial supervisory and control systems
the number of users and processes with access permissions is dramatically increased, and therefore also
the number of potential internal attackers. Examples are Smart Grids with the integration of decentral energy
generation, Industrial Internet of Things (l1loT) und Smart Manufacturing/Industry 4.0, which may include the
complete supply chain and logistics.

Risks by Insiders and Internal Attackers

Internal attackers possess certain access permissions inside of a system. By exceeding, unauthorized usage
or misusage of these access rights irreparable damages and catastrophes for humans, environment and
infrastructures can be caused. When external attackers succeed to intrude into an internal network, they
appear as internal attackers as well.

Security Solution

Attribute based access control is performed subject- and object oriented. The permission of access is
dependent on the risk potential of the object or the parameters value included in a control command. Access
rules are specified for each object and its allowed parameter values. Additionally, access control is dependent
on the actual system state.
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System Architecture and Components
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