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Abstract. We study the space complexity of the following problem: For a fixed regular language4
L, test membership of a sliding window of length n to L over a given stream of symbols. For5
deterministic streaming algorithms we prove a trichotomy theorem, namely that the (optimal) space6
complexity is either constant, logarithmic or linear, measured in the window length n. Additionally,7
we provide natural language-theoretic characterizations of the space classes. We then extend the8
results to randomized streaming algorithms and we show that in this setting, the space complexity9
of any regular language is either constant, doubly logarithmic, logarithmic or linear. Finally, we10
introduce sliding window testers, which can distinguish whether a window belongs to the language11
L or has Hamming distance > εn to L. We prove that every regular language has a deterministic12
(resp., randomized) sliding window tester that requires only logarithmic (resp., constant) space.13
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1. Introduction.16

1.1. The sliding window model. Streaming algorithms process a data stream17

a1a2a3 · · · of elements ai from left to right and have at time t only direct access18

to the current element at. In many streaming applications, elements are outdated19

after a certain time, i.e., they are no longer relevant. The sliding window model is20

a simple way to model this. A sliding window algorithm computes for each time21

instant t a value that only depends on the relevant past (the so-called active window)22

of a1a2 · · · at. There are several formalizations of the relevant past. One way to23

do this is to fix a window size n. Then the active window consists at each time24

instant t consists of the last n elements at−n+1at−n+2 · · · at. In the literature this is25

also called the fixed-size model. Another sliding window model that can be found in26

the literature is the variable-size model, see e.g. [6]. In this model, the arrival of new27

elements and the expiration of old elements can happen independently, which means28

that the window size can vary. This allows to model for instance time-based windows,29

where data items arrive at irregular time instants and the active window contains all30

data items that arrive in the last n seconds for a fixed n.31

A general goal in the area of sliding window algorithms is to avoid the explicit32

storage of the active window, which would require Ω(n) space for a window size n,33

and, instead, to work in considerably smaller space, e.g. polylogarithmic space with34

respect to the window size n. A detailed introduction into the sliding window model35

can be found in [1, Chapter 8].36

The (fixed-size) sliding window model was introduced in the seminal paper of37

Datar et al. [25] where the authors considered the basic counting problem: Given38

a window length n and a stream of bits, maintain a count of the number of 1’s in39

the window. One can easily observe that an exact solution would require Θ(n) bits.40

Intuitively, the reason is that the algorithm cannot see the bit which is about to41
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expire (the n-th most recent bit) without storing it explicitly; this is in fact the main42

difficulty in most sliding window algorithms. However, Datar et al. show that with43

O( 1
ε · log2 n) bits one can maintain an approximate count up to a multiplicative factor44

of 1 ± ε. In Section 1.3.6 below we briefly discuss further work on sliding window45

algorithms.46

A foundational problem that has been surprisingly neglected so far is the language47

recognition problem over sliding windows: Given a language L ⊆ Σ∗ and a stream48

of symbols over a finite alphabet Σ, maintain a data structure which allows to query49

membership of the active window in L.1 In other words, we want to devise a streaming50

algorithm which, after every input symbol, either accepts if the current active window51

belongs to L, or rejects otherwise. This problem finds applications in complex event52

processing, where to goal is to detect patterns in data streams. These patterns are53

usually described in some language based on regular expressions; see e.g. [24, 83] for54

more details.55

Example 1. Consider the analysis of the price of a stock in order to identify56

short-term upward momentum. The original stream is a time series of stock prices, and57

it is pre-processed in the following way: over a sliding window of 10 seconds compute58

the linear regression of the prices and discretize the slope into the following values:59

P2 (high positive), P1 (low positive), Z (zero), N1 (low negative), N2 (high negative).60

This gives rise to a derived stream of symbols in the alphabet Σ = {P2,P1,Z,N1,N2},61

over which we describe the upward trend pattern: (i) no occurrence of N2, (ii) at62

most two occurrences of N1, (iii) and any two occurrences of Z or N1 are separated63

by at least three positive symbols. The upward trend pattern can be described as the64

conjunction of regular expressions ei, ēii and eiii given as follows:65

ei = (P2 + P1 + Z + N1)∗66

eii = Σ∗ · N1 · Σ∗ · N1 · Σ∗ · N1 · Σ∗67

eiii = (P2 + P1)∗ ·
(
(Z + N1) · (P2 + P1)[3,∞)

)∗ · (ε+ Z + N1) · (P2 + P1)∗6869

We want to monitor continuously whether the window of the last 5 minutes matches70

the upward trend pattern, as this is an indicator to buy the stock and ride the upward71

momentum. Our results will show that there is a space efficient streaming algorithm72

for this problem, which can be synthesized from the regular expressions ei, eii, eiii.73

In this paper we focus on querying regular languages over sliding windows. Un-74

fortunately, there are simple regular languages which require Ω(n) space in the sliding75

window model, i.e. one cannot avoid maintaining the entire window explicitly. How-76

ever, for certain regular languages, such as for the upward trend pattern from above,77

we present sublinear space streaming algorithms. Before we explain our results in78

more detail, let us give examples of sliding window algorithms for simple regular79

languages.80

Example 2. Let Σ = {a, b} be the alphabet. In the following examples refer to81

the fixed-size sliding window model.82

(i) Let L = Σ∗a be the set of all words ending with a. A streaming algorithm can83

maintain the most recent symbol of the stream in a single bit, which is also84

the most recent symbol of the active window. Hence, the space complexity85

of L is O(1) in the sliding window model.86

1For the standard streaming model, where input symbols do not expire, some work on language
recognition problems has been done; see Section 1.3.7 below.
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(ii) Let L = Σ∗aΣ∗ be the set of all words containing a. If n ∈ N is the window87

size, then a streaming algorithm can maintain the position 1 6 i 6 n (from88

right to left) of the most recent a-symbol in the active window or set i =∞89

if the active window contains no a-symbols. Let us assume that the initial90

window is bn and initialize i := ∞. On input a we set i := 1 and on input b91

we increment i and then set i := ∞ if i > n. The algorithm accepts if and92

only if i 6 n. Since the position i can be stored using O(log n) bits, we have93

shown that L has space complexity O(log n) in the sliding window model.94

(iii) Let L = aΣ∗ be the set of all words starting with a. We claim that any95

(deterministic) sliding window algorithm for L and window size n ∈ N (let96

us call it Pn) must store at least n bits, which matches the complexity of97

the trivial solution where the window is stored explicitly. More precisely, the98

claim is that Pn reaches two distinct memory states on any two distinct words99

x = a1 · · · an ∈ Σn and y = b1 · · · bn ∈ Σn. Suppose that ai 6= bi. Then we100

simulate Pn on the streams xbi−1 and ybi−1, respectively. The suffixes (or101

windows) of length n for the two streams are ai · · · anbi−1 and bi · · · bnbi−1.102

Since exactly one of the two windows belongs to L, the algorithm Pn must103

accept exactly one of the streams xbi−1 and ybi−1. In particular, Pn must104

reach two distinct memory states on the words xbi−1 and ybi−1, and therefore105

Pn must have also reached two distinct memory states on the prefixes x and106

y, as claimed above. Therefore, Pn must have at least |Σn| = 2n memory107

states, which require n bits of memory.108

1.2. Results. Let us now present the main results of this paper. The precise109

definitions of all used notions can be found in the main part of the paper. We denote110

by FL(n) (resp., VL(n)) the space complexity of an optimal sliding window algorithm111

for the language L in the fixed-size (resp., variable-size) sliding window model. Here,112

n denotes the fixed window size for the fixed-size model, whereas for the variable-size113

model n denotes that maximal window size among all time instants when reading an114

input stream.115

Our first result is a trichotomy theorem for the sliding window model, stating that116

the deterministic space complexity is always either constant, logarithmic, or linear.117

This holds for both the fixed- and the variable-size model. Furthermore, we provide118

natural characterizations for the three space classes. For this, we need the following119

language classes:120

• Len is the class of all regular length languages, i.e., regular languages L ⊆ Σ∗121

such that for every n > 0, either Σn ⊆ L or Σn ∩ L = ∅.122

• ST is the class of all suffix-testable languages, i.e., finite Boolean combina-123

tions of languages of the form Σ∗w where w ∈ Σ∗ (note that these languages124

are regular).125

• LI is the class of all regular regular left ideals, i.e., languages of the form Σ∗L126

for L ⊆ Σ∗ regular.127

We emphasize that the three defined language properties only make sense with respect128

to an underlying alphabet. If L1, . . . ,Ln are classes of languages over some alphabet129

Σ, then 〈L1, . . . ,Ln〉 denotes the class of all finite Boolean combinations of languages130

L ∈
⋃n
i=1 Li. We also use the following asymptotic notation in our results: For131

functions f, g : N→ R>0, f(n) = Ω̄(g(n)) holds if f(n) > c · g(n) for some c > 0 and132

infinitely many n ∈ N. Furthermore, f(n) = Θ̄(g(n)) holds if f(n) = O(g(n)) and133

f(n) = Ω̄(g(n)). Now we can state our first main result:134

Theorem 3. Let L ⊆ Σ∗ be regular. The space complexity FL(n) is either Θ(1),135
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Θ̄(log n), or Θ̄(n). Moreover, we have:136

FL(n) = O(1) ⇐⇒ L ∈ 〈ST,Len〉137

FL(n) = O(log n) ⇐⇒ L ∈ 〈LI,Len〉138139

The space complexity VL(n) is either Θ(1), Θ(log n), or Θ(n). Moreover, we have:140

VL(n) = O(1) ⇐⇒ L ∈ {∅,Σ∗}141

VL(n) = O(log n) ⇐⇒ L ∈ 〈LI,Len〉142143

Theorem 3 describes which regular patterns can be queried over sliding windows144

in sublinear space: Regular left ideals over a sliding window express statements of the145

form “recently in the stream some regular event happened”. Dually, complements of146

left ideals over a sliding window express statements of the form “at all recent times147

in the stream some regular event happened”.148

Most papers on streaming algorithms make us of randomness. So, it is natural to149

consider randomized sliding window algorithms for regular languages. Our random-150

ized sliding window algorithms have a two-sided error of 1/3 (any error probability151

below 1/2 would yield the same results). With Fr
L(n) we denote the optimal space152

complexity of a randomized sliding window algorithm for L in the fixed size model.153

Our second main result says that the regular languages can be classified by four154

randomized space complexity classes: constant, doubly logarithmic, logarithmic, and155

linear space. A language L is suffix-free if xy ∈ L and x 6= ε implies y /∈ L. We denote156

by SF the class of all regular suffix-free languages.157

Theorem 4. Let L ⊆ Σ∗ be regular. The randomized space complexity Fr
L(n)158

of L in the fixed-size sliding window model is either Θ(1), Θ̄(log log n), Θ̄(log n), or159

Θ̄(n). Furthermore:160

Fr
L(n) = O(1) ⇐⇒ L ∈ 〈ST,Len〉161

Fr
L(n) = O(log log n) ⇐⇒ L ∈ 〈ST,SF,Len〉162

Fr
L(n) = O(log n) ⇐⇒ L ∈ 〈LI,Len〉163164

Figure 1 compares the deterministic and the randomized space complexity. With165

Reg we denote the class of all regular languages. We also consider randomized algo-166

rithms with one-sided error and randomized algorithms in the variable-size model. In167

both settings we obtain the same trichotomy as for deterministic algorithms (Theo-168

rem 45 and Lemma 48).169

By Theorems 3 and 4, some (simple) regular languages (e.g. a{a, b}∗) do not170

admit sublinear space (randomized) algorithms. This gives the motivation to seek for171

alternative approaches in order to achieve efficient algorithms for all regular languages.172

We take our inspiration from the property testing model introduced by Goldreich et173

al. [56]. In this model, the task is to decide (with high probability) whether the input174

has a particular property P , or is “far” from any input satisfying P while querying as175

few symbols of the input as possible. Alon et al. prove that every regular language has176

a property tester making only O(1) many queries [2]. The idea of property testing was177

also combined with the streaming model, yielding streaming property testers, where178

the objective is not to minimize the number of queries but the required memory179

[33, 37]. We define sliding window testers, which, using as little space as possible,180

must accept if the window (of size n) belongs to the language L and must reject if the181

window has Hamming distance at least γ(n) from every word in L. Here γ(n) 6 n182
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Reg

〈LI,Len〉

〈ST,Len〉

Reg

〈LI,Len〉

〈ST,SF,Len〉

〈ST,Len〉

O(n)

O(log n)

O(log log n)

O(1)

space complexity deterministic two-sided error

Fig. 1. The space complexity of regular languages in the fixed-size sliding window model. Reg:
regular languages, LI: regular left ideals, ST: suffix testable languages, SF: regular suffix-free
languages, Len: regular length languages. The angle brackets 〈·〉 denote Boolean closure.

is a function that is called the Hamming gap of the sliding window testers. We focus183

on the fixed-size model. Our main results concerning sliding window testers are as184

follows:185

Theorem 5. Let L ⊆ Σ∗ be regular.186

(i) There exists a deterministic sliding window tester for L with constant Ham-187

ming gap that uses space O(log n).188

(ii) For every ε > 0 there exists a randomized sliding window tester for L with189

two-sided error and Hamming gap εn that uses space O(1/ε).190

Additionally, we study sliding window testers with one-sided error and prove191

optimality of all results by providing matching lower bounds.192

1.3. Related work. This paper builds on four conference papers [40, 39, 41, 43].193

To keep this paper coherent, we decided to omit some of the results from [40, 39, 41,194

43]. In this section, we briefly discuss these results as well as other related work.195

1.3.1. Uniform setting. In all our results we assume a fixed regular language196

L. The space complexity is only measured with respect to the window size. It is a197

natural question to ask how the space bounds depend on the size of a finite automaton198

(deterministic or nondeterministic) for L. This question is considered in [39]. It is199

shown that, if A is a DFA (resp., NFA) with m states for a language L ∈ 〈LI,Len〉,200

then VL(n) = O(2m · m · log n) (resp., VL(n) = O(4m · log n)). Furthermore, for201

every k > 1 there exists a language Lk ⊆ {0, . . . , k}∗ recognized by a deterministic202

automaton with k+3 states such that Lk ∈ 〈LI,Len〉 and FLk
(n) > (2k−1)·(log n−k).203

1.3.2. Membership in the space classes. In view of Theorem 3 it is natural to204

ask for the complexity of checking whether a given (non)deterministic finite automaton205

accepts a language from 〈ST,Len〉 or 〈LI,Len〉, respectively. Both problems are206

shown in [39] to be NL-complete for deterministic automata and Pspace-complete207

for nondeterministic automata. We remark that for the class 〈ST,SF,Len〉 from208

Theorem 4 the complexities of the corresponding membership problems are open.209

1.3.3. Other models of randomness. In subsection 1.2 we did not specify the210

underlying model of randomized sliding window algorithms (that is used in Theorem 4)211
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in a precise way. Let us be a bit more specific: we require that a randomized sliding212

window algorithm for a language L running on an input stream s outputs at every213

time instant a correct answer on the question whether the current window belongs214

to L or not with high probability (say at least 2/3). This is not the only model of215

randomized sliding window algorithms that can be found in the literature. A stronger216

model requires that with high probability the randomized sliding window algorithm217

outputs at every time instant a correct answer. So the difference is between “∀ time218

instants: Pr[answer correct] > 2/3” and “Pr[∀ time instants: answer correct] > 2/3”.219

A randomized sliding window algorithm that fulfills the latter (stronger) correctness220

criterion is called strictly correct in [42]. This model is for instance implicitly used221

in [12, 25]. In [42] it is shown that every strictly correct randomized sliding window222

algorithm can be derandomized without increasing the space complexity. This result223

is shown in a very general context for arbitrary approximation problems.224

1.3.4. Update times. In this paper, we only considered the space complexity225

of sliding window algorithms. Another important complexity measure is the update226

time of a sliding window algorithm, i.e., the worst case time that is spent per incoming227

symbol for updating the internal data structures. In [82], it is shown that for every228

regular language L there exists a deterministic sliding window algorithm (for the229

fixed-size model) with constant update time. The underlying machine model of the230

sliding window algorithm is the RAM model, where basic arithmetic operations on231

registers of bit length O(log n) (with n the window size) need constant time. In232

fact, the algorithm in [82] is formulated in a more general context for any associative233

aggregation function. The case of a regular language L is obtained by applying the234

algorithm from [82] for the syntactic monoid of L.235

1.3.5. Context-free languages. It is natural to ask to which extent our results236

hold for context-free languages. This question is considered in [44, 38]. Let us briefly237

discuss the results. In [44] it is shown that if L is a context-free language with FL(n) 6238

log n − ω(1) then L must be regular and FL(n) = Θ(1). Hence, the gap between239

constant space and logarithmic space for regular languages also exists for context-240

free languages. In contrast, the gap between logarithmic space and linear space for241

regular languages does not extend to all context-free languages. In [44], examples of242

context-free languages L with FL(n) = Θ̄(n1/c) and VL(n) = Θ(n1/c) for every natural243

number c > 2 are constructed. These languages are not deterministic context-free,244

but [44] also contains examples of deterministic one-turn one-counter languages L245

and L′ with FL(n) = Θ̄(log2 n) and VL′(n) = Θ(log2 n). In [38] the space complexity246

of visibly pushdown languages (a language class strictly in-between the regular and247

deterministic context-free languages with good closure and decidability properties [5])248

is studied. It is shown that for every visibly pushdown language the space complexity249

in the variable-size sliding window model is either constant, logarithmic or linear in250

the window size. Hence, the space trichotomy that we have seen for regular languages251

also holds for visibly pushdown languages in the variable-size model. Whether the252

visibly pushdown languages also exhibit the space trichotomy in the fixed-size model253

is open.254

1.3.6. Further work on sliding windows. We have already mentioned the255

seminal work of Datar et al. on the sliding window model [25], where the authors256

considered the problem of estimating the number of ones in the sliding window. In257

the same paper, Datar et al. extend their result for the basic counting problem to258

arbitrary functions which satisfy certain additivity properties, e.g. Lp-norms for p ∈259
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[1, 2]. Braverman and Ostrovsky introduced the smooth histogram framework [16],260

to compute so-called smooth functions over sliding windows, which include all Lp-261

norms and frequency moments. Further work on computing aggregates, statistics and262

frequent elements in the sliding window model can be found in [6, 8, 11, 12, 15, 26, 34,263

50, 51]. The problem of sampling over sliding windows was first studied in [7] and later264

improved in [17]. As an alternative to sliding windows, Cohen and Strauss consider265

the problem of maintaining stream aggregates where the data items are weighted by266

a decay function [23].267

1.3.7. Language recognition in the classical streaming model. Whereas268

language recognition in the sliding window model has been neglected prior to our work,269

there exists some work on streaming algorithms for formal languages in the standard270

setting, where the streaming algorithm reads an input word w and at the end has271

to decide whether w belongs to some language. Clearly, for regular languages, this272

problem can be solved in constant space. Streaming algorithms for various subclasses273

of context-free languages have been studied in [9, 37, 58, 64, 67]. Related to this is274

the work on querying XML documents in the streaming model [10, 62, 79].275

1.3.8. Streaming pattern matching. Related to our work is the problem of276

streaming pattern matching, where the goal is to find all occurrences of a pattern277

(possibly with some bounded number mismatches) in a data stream, see e.g. [61, 76,278

52, 49, 18, 19, 20, 21, 22, 53, 55, 54, 74, 80] and search of repetitions in streams [32,279

30, 31, 48, 47, 68, 69].280

1.4. Outline. The outline of the paper is as follows: In Section 2 we give prelim-281

inary definitions and introduce the fixed-size sliding window model and the variable-282

size sliding window model. In Section 3 we study deterministic sliding window algo-283

rithms for regular languages and prove the space trichotomy and the characterizations284

of the space classes (Theorem 3). In Section 4 we turn to randomized sliding win-285

dow algorithms and prove the space tetrachotomy (Theorem 4). Finally, in Section 5286

we present deterministic and randomized sliding window property testers for regular287

languages (Theorem 5).288

2. Preliminaries.289

2.1. Words and languages. An alphabet Σ is a nonempty finite set of symbols.290

A word over an alphabet Σ is a finite sequence w = a1a2 · · · an of symbols a1, . . . , an ∈291

Σ. The length of w is the number |w| = n. The empty word is denoted by ε whereas292

the lunate epsilon ε denotes small positive numbers. The concatenation of two words293

u, v is denoted by u · v or uv. The set of all words over Σ is denoted by Σ∗. A subset294

L ⊆ Σ∗ is called a language over Σ.295

Let w = a1 · · · an ∈ Σ∗ be a word. Any word of the form a1 · · · ai is a prefix of w,296

a word of the form ai · · · an is a suffix of w, and a word of the form ai · · · aj is a factor297

of w. The concatenation of two languages K,L is KL = {uv | u ∈ K, v ∈ L}. For a298

language L we define Ln inductively by L0 = {ε} and Ln+1 = LnL for all n ∈ N. The299

Kleene-star of a language L is the language L∗ =
⋃
n∈N L

n. Furthermore, we define300

L6n =
⋃

06k6n L
k and L<n =

⋃
06k<n L

k.301

2.2. Automata and regular languages. For good introductions to the theory302

of formal languages and automata we refer to [14, 57, 63].303

The standard description for regular languages are finite automata. Let Σ be a304

finite alphabet. A nondeterministic finite automaton (NFA) is a tuple305

A = (Q,Σ, I,∆, F ),306
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where Q is the finite set of states, I ⊆ Q is the set of initial states, ∆ ⊆ Q × Σ × Q307

is the set of transitions, and F ⊆ Q is the set of final states. A run of A on a word308

w = a1 · · · an ∈ Σ∗ is a finite sequence π = q0a1q1a2q2 · · · qn−1anqn ∈ Q(ΣQ)∗ such309

that (qi−1, ai, qi) ∈ ∆ for all 1 6 i 6 n. We call π successful if q0 ∈ I and qn ∈ F .310

The language accepted by A is defined as311

L(A) = {w ∈ Σ∗ | there exists a successful run of A on w}.312

A language L ⊆ Σ∗ is regular if it is accepted by some NFA. The size |A| is defined313

as the number of states.314

A (left-)deterministic finite automaton (DFA) is an NFA A = (Q,Σ, I,∆, F ),315

where I = {q0} has exactly one initial state q0, and for all p ∈ Q and a ∈ Σ there exists316

exactly one transition (p, a, q) ∈ ∆. We view ∆ as a transition function δ : Q×Σ→ Q317

and write A in the format A = (Q,Σ, q0, δ, F ). The transition function δ can be318

extended to a right action · : Q × Σ∗ → Q of the free monoid Σ∗ on the state set Q319

by setting q · ε = q and defining inductively q · ua = δ(q · u, a) for all q ∈ Q, u ∈ Σ∗,320

and a ∈ Σ. We write A(w) instead of q0 ·w. It is known that any NFA can be turned321

into an equivalent DFA by the power set construction.322

We also consider automata with (possibly) infinitely many states as our formal323

model for streaming algorithms. A deterministic automaton A has the same format324

A = (Q,Σ, q0, δ, F ) as a DFA but we drop the condition that Q must be finite. We325

use the notations from the previous paragraph for general deterministic automata as326

well.327

It is well known that for every regular language L there exists a unique minimal328

DFA A for L, whose states are the Myhill-Nerode classes of L. This construction can329

be carried out for every language L and yields a deterministic automaton A for L330

such that for any deterministic automaton B for L, B(x) = B(y) implies A(x) = A(y)331

for all x, y ∈ Σ∗ [29, Chapter III, Theorem 5.2]. We call this automaton the minimal332

deterministic automaton for L.333

2.3. Streaming algorithms. A stream is a finite sequence of elements a1 · · · am,334

which arrive element by element from left to right. In this paper, the elements are335

always symbols from a finite alphabet Σ. A streaming algorithm reads the symbols336

of the input stream from left to right. At time instant t the algorithm only has access337

to the symbol at and the internal storage, which is encoded by a bit string. The338

goal of the streaming algorithm is to compute a function ϕ : Σ∗ → Y , where Σ is a339

finite alphabet and Y is a set of output values. For the remainder of this paper, we340

only consider the Boolean case, i.e. Y = {0, 1}; in other words, ϕ is the characteristic341

function of a language L. Furthermore, we abstract away from the actual computation342

and only analyze the memory requirement.343

Formally, a deterministic streaming algorithm is the same as a deterministic au-344

tomaton P and we say that P is a streaming algorithm for the language L(P). The345

letter P stands for program. If P = (M,Σ,m0, δ, F ) then the states from M are346

usually called memory states. We require M 6= ∅ but allow M to be infinite. The347

space of P (or number of bits used by P) is given by s(P) = log |M | ∈ R>0 ∪ {∞}.348

Here and in the rest of the paper, we denote with log the logarithm with base two, i.e349

we measure space in bits. If s(P) =∞ we will measure the space restricted to input350

streams where some parameter is bounded (namely the window size); see Section 2.5.351

We remark that many streaming algorithms in the literature only produce a single352

answer after completely reading the entire stream. Also, the length of the stream is353

often known in advance. However, in the sliding window model we rather assume an354

8

This manuscript is for review purposes only.



input stream of unbounded and unknown length, and need to compute output values355

for every window, i.e. at every time instant.356

In the following, we introduce the sliding window model in two different variants:357

the fixed-size sliding window model and the variable-size sliding window model.358

2.4. Fixed-size sliding window model. We fix an arbitrary padding symbol359

� ∈ Σ. Given a stream x = a1a2 · · · am ∈ Σ∗ and a window length or window size360

n ∈ N, we define lastn(x) ∈ Σn by361

lastn(x) =

{
am−n+1am−n+2 · · · am, if n 6 m,

�n−ma1 · · · am, if n > m,
362

which is called the window of length n, or the active or current window. In other363

words, lastn(x) is the suffix of length n, padded with �-symbols on the left. We view364

�n as the initial window; its choice is completely arbitrary.365

Let L ⊆ Σ∗ be a language. The sliding window problem SWn(L) for L and window366

length n ∈ N is the language367

SWn(L) = {x ∈ Σ∗ | lastn(x) ∈ L}.368

Note that for every L and every n, SWn(L) is regular. A sliding window algorithm369

(SW-algorithm) for L and window length n ∈ N is a streaming algorithm for SWn(L).370

The function FL : N→ R>0 is defined by371

FL(n) = inf{s(Pn) | Pn is an SW-algorithm for L and window length n}.372

It is called the space complexity of L in the fixed-size sliding window model. Note that373

FL(n) <∞ since SWn(L) is regular. A subtle point is that the space complexity FL(n)374

of a language L in general depends on the underlying alphabet. A simple example375

is a∗ which has complexity FL(n) = O(1) over the singleton alphabet {a} whereas it376

has complexity FL(n) = Θ(log n) over the alphabet {a, b} (the latter follows from our377

results).378

We draw similarities to circuit complexity where a language L ⊆ {0, 1}∗ is recog-379

nized by a family of circuits (Cn)n∈N in the sense that Cn recognizes the slice L∩{0, 1}n.380

Similarly, the sliding window problem SWn(L) is solely defined by the slice L∩Σn. If381

we speak of an SW-algorithm for L and omit the window length n, then this parame-382

ter is implicitly universally quantified, meaning that there exists a family of streaming383

algorithms (Pn)n∈N such that every Pn is an SW-algorithm for L and window length384

n.385

Lemma 6. For any language L we have FL(n) = O(n).386

Proof. A trivial SW-algorithm Pn for L explicitly stores the active window of387

length n in a queue so that the algorithm can always test whether the window belongs388

to L. Formally, the state set of Pn is Σn and it has transitions of the form (bu, a, ua)389

for a, b ∈ Σ, u ∈ Σn−1. Viewed as an edge-labeled graph this automaton is also known390

under the name de Bruijn graph [27]. Since every word w ∈ Σn can be encoded with391

O(log |Σ| · n) bits, the algorithm uses O(n) bits.392

Depending on the language L there are more space efficient solutions. Usually393

sliding window algorithms are devised in the following way:394

1. Specify some information or property I(w) of the active window w and show395

that it can be maintained by a streaming algorithm. This means that given396

I(bu) and a ∈ Σ one can compute I(ua).397
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2. Show that one can decide w ∈ L from the information I(w).398

Notice that the complexity function FL(n) is not necessarily monotonic. For399

instance, let L be the intersection of aΣ∗ and the set of words with even length. By400

Example 2(iii), we have FL(2n) = Θ(n) but clearly we have FL(2n+ 1) = O(1) since401

for odd window lengths the algorithm can always reject. Therefore, we can only show402

FL(n) = Θ̄(n) (instead of FL(n) = Θ(n) which is false here), where Θ̄(g(n)) was403

defined in the introduction.404

Note that the fixed-size sliding window model is a nonuniform model: for every405

window size we have a separate streaming algorithm and these algorithms do not have406

to follow a common pattern. Working with a nonuniform model makes lower bounds407

stronger. In contrast, the variable-size sliding window model that we discuss next is408

a uniform model in the sense that there is a single streaming algorithm that works409

for every window length.410

2.5. Variable-size sliding window model. For an alphabet Σ we define the411

extended alphabet Σ↓ = Σ ∪ {↓}. In the variable-size model the active window412

wnd(u) ∈ Σ∗ for a stream u ∈ Σ∗↓ is defined as follows, where a ∈ Σ:413

wnd(ε) = ε wnd(u↓) = ε, if wnd(u) = ε414

wnd(ua) = wnd(u)a wnd(u↓) = v, if wnd(u) = av415416

The symbol ↓ represents the pop operation. We emphasize that a pop operation on417

an empty window leaves the window empty. The variable-size sliding window problem418

SW(L) of a language L ⊆ Σ∗ is the language419

(2.1) SW(L) = {u ∈ Σ∗↓ | wnd(u) ∈ L}.420

Note that in general, SW(L) is not a regular language (even if L is regular). A variable-421

size sliding window algorithm (variable-size SW-algorithm) P for L is a streaming422

algorithm for SW(L).423

For a stream u = a1 · · · am ∈ Σ∗↓ let mwl(u) = max{|wnd(a1 · · · ai)| | 0 6 i 6 m}424

be the maximum window length of all prefixes of u. If P = (M,Σ,m0, δ, F ) is a425

streaming algorithm over Σ↓ we define426

Mn = {P(w) | w ∈ Σ∗↓, mwl(w) = n}.427

and M6n =
⋃

06k6nMk. The space complexity of P in the variable-size sliding window428

model is429

v(P, n) = log |M6n| ∈ R>0 ∪ {∞}.430

In other words: that the space complexity of a variable-size SW-algorithm is bounded431

by f(n) means that the algorithm never has to store more than f(n) bits when it432

processes a stream u ∈ Σ∗↓ such that for every prefix of u the length of the active433

window never exceeds n.434

Notice that v(P, n) is a monotonic function. To prove upper bounds above log n435

for the space complexity of P it suffices to bound log |Mn| as shown in the following.436

Lemma 7. If s(n) > log n is a monotonic function and log |Mn| = O(s(n)) then437

v(P, n) = O(s(n)).438
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Proof. Since M6n = M0 ∪M1 ∪ · · · ∪Mn, we have439

log |M6n| = log

n∑
i=0

|Mi|440

6 log

(
(n+ 1) · max

06i6n
|Mi|

)
441

= log(n+ 1) + max
06i6n

log |Mi|442

6 log(n+ 1) + max
06i6n

O(s(i))443

6 log(n+ 1) +O(s(n)) = O(s(n)),444445

which proves the statement.446

Lemma 8. For every language L ⊆ Σ∗ there exists a space optimal variable-size447

SW-algorithm P, i.e. v(P, n) 6 v(Q, n) for every variable-size SW-algorithm Q for448

L and every n ∈ N.449

Proof. Let P be the minimal deterministic automaton ASW(L) for SW(L). If Q450

is any deterministic automaton for SW(L) then Q(x) = Q(y) implies P(x) = P(y).451

Then, we obtain452

v(P, n) = log |{P(w) | w ∈ Σ∗↓, mwl(w) 6 n}|453

6 log |{Q(w) | w ∈ Σ∗↓, mwl(w) 6 n}| = v(Q, n),454455

which proves the statement.456

We define the space complexity of L in the variable-side sliding window model by457

VL(n) = v(P, n) where P is a space optimal variable-size SW-algorithm for SW(L)458

from Lemma 8. It is a monotonic function.459

Lemma 9. For any language L ⊆ Σ∗ and n ∈ N we have FL(n) 6 VL(n).460

Proof. If P is a space optimal variable-size SW-algorithm for L then one obtains461

an SW-algorithm Pn for window length n ∈ N as follows. Let us assume n > 1 (for462

n = 0 we use the trivial SW-algorithm). First one simulates P on the initial window463

�n. For every incoming symbol a ∈ Σ we perform a pop operation ↓ in P, followed464

by inserting a. Since the maximum window length is bounded by n on any stream,465

the space complexity is bounded by v(P, n) = VL(n).466

The following lemma states that in the variable-size model one must at least467

maintain the current window size if the language is neither empty nor universal. The468

issue at hand is performing a pop operation on an empty window.469

Lemma 10. Let P be a variable-size SW-algorithm for a language ∅ ( L ( Σ∗.470

Then, P(x) determines2|wnd(x)| for all x ∈ Σ∗↓ and therefore VL(n) > log(n+ 1).471

Proof. Let y ∈ Σ+ be a length-minimal nonempty word such that |{ε, y}∩L| = 1.472

Consider streams x1, x2 ∈ Σ∗↓ with |wnd(x1)| < |wnd(x2)| = m and assume P(x1) =473

P(x2). Then, we also have P(x1y↓m) = P(x2y↓m). But wnd(x2y↓m) = y whereas474

wnd(x1y↓m) is a proper suffix of y. Now, by the choice of y one these two words475

belongs to L whereas the other does not, which contradicts P(x1y↓m) = P(x2y↓m).476

For the second statement: if the algorithm reads any stream a1 · · · an ∈ Σn it477

must visit n+ 1 pairwise distinct memory states and hence v(P, n) > log(n+ 1).478

2In other words, for all x1, x2 ∈ Σ∗↓, if P(x1) = P(x2) then |wnd(x1)| = |wnd(x2)|.
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Alternative definitions of the variable-size model are conceivable, e.g. one could479

neglect streams where the popping of an empty window occurs, or assume that the480

window size is always known to the algorithm.481

Lemma 11. For any function s(n) and X ∈ {F,V}, the class {L ⊆ Σ∗ | XL(n) =482

O(s(n))} forms a Boolean algebra.483

Proof. Let L ⊆ Σ∗ be a language. Given a SW-algorithm for L for some fixed484

window size n or in the variable-size model, we can turn it into an algorithm for the485

complement Σ∗ \L by negating its output. Clearly, it has the same space complexity486

as the original algorithm.487

Let L1, L2 ⊆ Σ∗ be two languages. Let P1,P2 be SW-algorithms for L1, L2,488

respectively, either for some fixed window size n or in the variable-size model. Define489

P to be the product automaton of P1 and P2 which outputs the disjunction of the490

outputs of the Pi.491

In the case of a fixed window size n, P has 2s(P1) · 2s(P2) = 2s(P1)+s(P2) many492

states and hence s(P) = s(P1) + s(P2). This implies FL1∪L2(n) 6 FL1(n) + FL2(n).493

For the variable-size model, notice that 2v(P,n) 6 2v(P1,n) · 2v(P2,n) = 2v(P1,n)+v(P2,n).494

Therefore, VL1∪L2
(n) 6 VL1

(n) + VL2
(n).495

3. Deterministic sliding window algorithms. In this section, we will show496

that the space complexity of every regular language in both sliding window models is497

either constant, logarithmic or linear. In Example 2 we have already seen prototypical498

languages with these three space complexities, namely Σ∗a (constant), Σ∗aΣ∗ (loga-499

rithmic) and aΣ∗ (linear) for Σ = {a, b}. Intuitively, for languages of logarithmic space500

complexity it suffices to maintain a constant number of positions in the window. For501

languages of constant space complexity it suffices to maintain a constant-length suffix502

of the window. Moreover, we describe the languages with logarithmic and constant503

space complexity as finite Boolean combinations of simple atomic languages.504

3.1. Right-deterministic finite automata. It turns out that the appropriate505

representation of a regular language for the analysis in the sliding window model are506

deterministic finite automata which read the input word, i.e. the window, from right507

to left. Such automata are called right-deterministic finite automata (rDFA) in this508

paper. The reason why we use rDFAs instead of DFAs can be explained intuitively for509

the variable-size sliding window model as follows. The variable-size model contains510

operations in both “directions”: On the one hand a variable-size window can be511

extended on the right, and on the other hand the window can be shortened to an512

arbitrary suffix. For regular languages the extension to longer windows is “tame”513

because the Myhill–Nerode right congruences have finite index. Hence, it remains to514

control the structure of all suffixes with respect to the regular language, which is best515

captured by an rDFA for the language.516

Formally, a right-deterministic finite automaton (rDFA) B = (Q,Σ, F, δ, q0) con-517

sists of a finite state set Q, a finite alphabet Σ, a set of final states F ⊆ Q, a transition518

function δ : Σ×Q→ Q, and an initial state q0 ∈ Q. The transition function δ extends519

to a left action · : Σ∗ × Q → Q by ε · q = q and (aw) · q = δ(a,w · q) for all a ∈ Σ,520

w ∈ Σ∗, q ∈ Q. The language accepted by B is L(B) = {w ∈ Σ∗ | w · q0 ∈ F}.521

A run of B on a word w = a1 · · · an ∈ Σ∗ from pn to p0 is a finite sequence522

π = p0a1p1a2p2 · · · pn−1anpn ∈ Q(ΣQ)∗523

such that pi−1 = ai · pi for all 1 6 i 6 n. Quite often we write such a run in the524
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following way525

π : p0
a1←− p1

a2←− p2 · · · pn−1
an←−− pn.526

If the intermediate states p1, . . . , pn−1 are not important we write this run also as527

π : p0
a1a2···an←−−−−−− pn.528

The above run π is accepting if p0 ∈ F (note that we do not require pn = q0)529

and otherwise rejecting. Its length is the length |w| of w. A run of length zero is530

called empty; note that it consists of a single state. A run of length one is also531

called a transition. If π = p0a1p1 · · · anpn and ρ = r0b1r1 · · · b`r` are runs such that532

pn = r0 then their composition πρ is defined as πρ = p0a1p1 · · · anr0b1r1 · · · b`r`. This533

definition allows us to factorize runs in Section 3.3. We call a run π a P -run for a534

subset P ⊆ Q if all states occurring in π are contained in P .535

A state q ∈ Q is reachable from p ∈ Q if there exists a run from p to q, in which536

case we write q �B p. We say that q is reachable if it is reachable from the initial state537

q0. A set of states P ⊆ Q is reachable if all p ∈ P are reachable. The reachability538

relation �B is a preorder on Q, i.e. it is reflexive and transitive. Two states p, q ∈ Q539

are strongly connected if p �B q �B p. This yields an equivalence relation on Q whose540

equivalence classes are the strongly connected components (SCCs) of B. A subset541

P ⊆ Q is strongly connected if it is contained in a single SCC, i.e. all p, q ∈ P are542

strongly connected.543

3.2. Space trichotomy. In this section, we state two technical results which544

directly imply Theorem 3. Let B = (Q,Σ, F, δ, q0) be an rDFA. A set of states P ⊆ Q545

is well-behaved if for any two P -runs π1, π2 which start in the same state and have546

equal length, either both π1 and π2 are accepting or both are rejecting. If every547

reachable SCC in B is well-behaved then B is called well-behaved. A state q ∈ Q is548

transient if x · q 6= q for all x ∈ Σ+. Every transient state in B forms an SCC of size549

one (a transient SCC); however, not every SCC of size one is transient. Let U(B) ⊆ Q550

be the set of states q ∈ Q for which there exists a nontransient state p ∈ Q such that551

q is reachable from p and p is reachable from the initial state q0. Notice that q ∈ U(B)552

if and only if there exist runs of unbounded length from q0 to q (hence the symbol U553

for unbounded).554

Theorem 12. Let L ⊆ Σ∗ be regular and B be any rDFA for L.555

(1) If B is well-behaved then VL(n) = O(log n) and FL(n) = O(log n).556

(2) If B is not well-behaved then VL(n) = Ω(n) and FL(n) = Ω̄(n).557

(3) If U(B) is well-behaved then FL(n) = O(1).558

(4) If U(B) is not well-behaved then FL(n) = Ω̄(log n).559

(5) If L ∈ {∅,Σ∗} then VL(n) = O(1).560

(6) If L /∈ {∅,Σ∗} then VL(n) = Ω(logn).561

Theorem 12 implies that FL(n) is either Θ(1), Θ̄(log n), or Θ̄(n), and VL(n) is562

either Θ(1), Θ(log n), or Θ(n). For the characterizations in Theorem 3 it remains to563

prove:564

Theorem 13. Let L ⊆ Σ∗ be regular.565

(i) FL(n) = O(1) ⇐⇒ L ∈ 〈ST,Len〉.566

(ii) L is recognized by a well-behaved rDFA ⇐⇒ L ∈ 〈LI,Len〉.567

3.3. The path summary algorithm. In the following, let B = (Q,Σ, F, δ, q0)568

be a right-deterministic finite automaton. We call a run π internal if π is a P -569

run for some SCC P . The SCC-factorization of π is the unique factorization π =570
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Fig. 2. An rDFA partitioned into its SCCs.

πkτk−1 · · · τ2π2τ1π1, where every πi is an internal (possibly empty) run but cannot571

be extended to an internal run. The τi are single transitions (i.e., runs from QΣQ)572

connecting distinct SCCs. Let pk, . . . , p1 ∈ Q be the starting states of the runs573

πk, . . . , π1. Then, the path summary of π is defined as574

ps(π) = (|πk|, pk)(|τk−1πk−1|, pk−1) · · · (|τ2π2|, p2)(|τ1π1|, p1),575

which is a sequence of pairs from N×Q. It specifies the first state that is visited in an576

SCC, and the length of the run until reaching the next SCC or the end of the word,577

respectively. The leftmost length |πk| can be zero but all other lengths |τiπi| = 1+ |πi|578

are strictly positive. We define πw,q to be the unique run of B on a word w ∈ Σ∗579

starting from q, and PSB(w) = {ps(πw,q) | q ∈ Q}.580

Example 14. Consider the rDFA B in Figure 2. For the moment, the final states581

are irrelevant. It consists of two SCCs, namely the blue SCC {p, q} and the red SCC582

{r}. All its runs on the word w = aababb are listed here:583

r
a←− r

a←− q
b←− p

a←− p
b←− q

b←− p584

r
a←− r

a←− r
b←− r

a←− q
b←− p

b←− q585

r
a←− r

a←− r
b←− r

a←− r
b←− r

b←− r586587

Then, PSB(w) contains the path summaries (1, r)(5, p), (3, r)(3, q) and (6, r).588

The path summary algorithm for B is a streaming algorithm over Σ↓ described in589

Algorithm 3.1. The data structure at time instant t is denoted by St. The acceptance590

condition will be defined later.591

Lemma 15. Algorithm 3.1 correctly maintains PSB(w) for the active window w ∈592

Σ∗.593

Proof. Initially PSB(ε) contains the path summary of every empty run from every594

state, which is formally {0} ×Q.595

Assume St−1 = PSB(w) for some window w ∈ Σ∗ and that a ∈ Σ is the incoming596

symbol. The claim is that the algorithm computes St = PSB(wa) from St−1. Suppose597

that π′ is a run in B on wa. It can be factorized as π′ = π p1a p0 with ps(π) ∈ St−1.598

Let π = πkτk−1πk−1 · · · τ2π2τ1π1 be the SCC-factorization of π. If p0 and p1 are599

strongly connected then the SCC-factorization of π′ is π′ = πkτk−1πk−1 · · · τ2π2τ1π
′
1600

where π′1 = π1 p1a p0, and otherwise π′ = πkτk−1πk−1 · · · τ2π2τ1π1 p1a p0. In this way601

the algorithm computes ps(π′) from ps(π).602

Now, consider the case a = ↓. We have w = ε if and only if PSB(w) = {0}×Q, and603

in this case the set of path summaries is unchanged, i.e. we set St = St−1. Otherwise604

assume w = bv for some b ∈ Σ. We claim that the algorithm computes St = PSB(v)605

from St−1. Suppose that π′ is a run in B on v which ends in state p ∈ Q. If q = δ(b, p)606

in B then let π = q b p π′. We have ps(π) ∈ St−1. Let π = πkτk−1πk−1 · · · τ2π2τ1π1607
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Algorithm 3.1 The path summary algorithm

Input: sequence of operations a1a2a3 · · · ∈ Σω↓
S0 = {0} ×Q foreach t > 1 do

St = ∅ if at ∈ Σ then
for p0 ∈ Q do

let p1 = a · p0 and (`k, pk) · · · (`1, p1) ∈ St−1 if p0 and p1 are strongly
connected then

add (`k, pk) · · · (`2, p2)(`1 + 1, p0) to St
else

add (`k, pk) · · · (`1, p1)(1, p0) to St

if at = ↓ then
if St−1 = {0} ×Q then

St = St−1

else
for (`k, pk) · · · (`1, p1) ∈ St−1 do

if `k > 1 then
add (`k − 1, pk)(`k−1, pk−1) · · · (`1, p1) to St

else
add (`k−1, pk−1)(`k−2, pk−2) · · · (`1, p1) to St

be the SCC-factorization of π. If |πk| > 1 then π′ = π′kτk−1πk−1 · · · τ2π2τ1π1 is the608

SCC-factorization of π′ where πk = q b p π′k. Otherwise πk is empty and τk−1 = q b p.609

Therefore, π′ = πk−1 · · · τ2π2τ1π1 is SCC-factorization of π′. In this way the algorithm610

computes ps(π′) from ps(π).611

3.4. Proof of the trichotomy. Using the path summary algorithm we can612

prove Theorem 12(1):613

Proposition 16. If B is well-behaved then the regular language L = L(B) has614

space complexity VL(n) = O(|B|2 · log n), which is O(log n) for fixed B.615

Proof. Let B be well-behaved. Call a path summary accepting if it is the path616

summary of some accepting run. The variable-size sliding window algorithm for L is617

the path summary algorithm for B where the algorithm accepts if the path summary618

starting in q0 is accepting.619

For the correctness of the algorithm it suffices to show that any run π starting620

in q0 is accepting if and only if ps(π) is accepting. The direction from left to right is621

immediate by definition. For the other direction, consider the path summary ps(π) =622

(`k, pk) · · · (`1, p1) and the SCC-factorization π = πkτk−1 · · · τ2π2τ1π1. Since ps(π) is623

accepting, there is an accepting run π′k that starts in pk and has length `k. Since B624

is well-behaved, the SCC of pk is well-behaved. Therefore, since π′k is accepting and625

|πk| = |π′k| = `k, πk must also be accepting and thus π is accepting.626

We claim that the space complexity of the path summary algorithm is bounded627

by O(|B|2 ·(log n+log |B|)). Observe that PSB(w) contains |B| path summaries, and a628

single path summary ps(π) consists of a sequence of at most |B| states and a sequence629

(`k, . . . , `1) of k 6 |B| numbers up to |π|. Hence, the path summary ps(π) can be630

encoded using O(|B| · (log |B|+ log |π|)) bits, which yields the total space complexity631

O(|B|2 · (log n+ log |B|)).632
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To reduce the space complexity to O(|B|2 · log n) we need to make a case distinc-633

tion. The algorithm maintains the window size n ∈ N and the maximal suffix of the634

window of length up to |B| (explicitly) using O(log n+ |B|) bits. If n 6 |B| then this635

information suffices to test membership of the window to L. As soon as n exceeds |B|636

we initialize PSB(w) and use the path summary algorithm as described above. If637

n > |B| then its space complexity is O(|B|2 · (log n+ log |B|)) ⊆ O(|B|2 · log n).638

Next, we will prove a linear lower bound for rDFA which are not well-behaved.639

Let L ⊆ Σ∗ be a language. We say that L separates two words x, y ∈ Σ∗ with x 6= y640

if |{x, y} ∩ L| = 1. We say that L separates two languages K1,K2 ⊆ Σ∗ if K1 ⊆ L641

and K2 ∩ L = ∅, or K2 ⊆ L and K1 ∩ L = ∅.642

Lemma 17. If B is not well-behaved then there exist words u1, u2, v1, v2, z ∈ Σ∗643

where |ui| = |vi| for i ∈ {1, 2} such that L = L(B) separates u2{u1u2, v1v2}∗z and644

v2{u1u2, v1v2}∗z.645

Proof. Since B = (Q,Σ, F, δ, q0) is not well-behaved, there are states p ∈ Q,646

q ∈ F , r ∈ Q \ F and words u = u1u2, v = v1v2, z ∈ Σ∗ such that |u2| = |v2| and647

p
u1←− q u2←− p z←− q0 and p

v1←− r v2←− p z←− q0.648

We can ensure that |u1| = |v1| and hence also |u| = |v|: If k = |u| and ` = |v| we649

replace u1 by u`−1u1 and v1 by vk−1v1, which preserves all properties above. Then,650

u2{u, v}∗z and v2{u, v}∗z are separated by L.651

We can now show Theorem 12(2):652

Proposition 18. If B is not well-behaved then the language L = L(B) satisfies653

FL(n) = Ω̄(n) and VL(n) = Ω(n).654

Proof. Let u1, u2, v1, v2, z ∈ Σ∗ be the words from Lemma 17 and let u = u1u2655

and v = v1v2. Now, consider an SW-algorithm Pn for L and window length n =656

|u2| + |u| · (m − 1) + |z| for some m > 1. We prove that Pn has at least 2m many657

states by showing that Pn(x) 6= Pn(y) for any x, y ∈ {u, v}m with x 6= y. Notice that658

|{u, v}m| = 2m since u 6= v and |u| = |v|.659

Read two distinct words x, y ∈ {u, v}m into two instances of Pn. Consider the660

right most {u, v}-block where x and y differ. Without loss of generality assume661

x = x′us and y = y′vs for some x′, y′, s ∈ {u, v}∗ with |x′| = |y′|. By reading x′z662

into both instances the window of the x-instance becomes lastn(xx′z) = u2sx
′z and663

the window of the y-instance becomes lastn(yx′z) = v2sx
′z. By Lemma 17 the two664

windows are separated by L, and therefore the algorithm Pn must accept one of the665

streams xx′z and yx′z, and reject the other. In conclusion Pn(x) 6= Pn(y) and hence666

Pn must use at least m = Ω(n) bits. This holds for infinitely many n, namely all n667

of the form |u2|+ |z|+ |u| · (m− 1) for some m > 1.668

The argument above shows that there exist numbers c, d ∈ N such that for all669

m > 1 we have VL(cm+ d) > FL(cm+ d) > Ω(m). If n > d then m = b(n− d)/cc =670

Ω(n) satisfies cm+ d 6 n. Therefore, VL(n) > VL(cm+ d) = Ω(m) by monotonicity671

of VL and hence VL(n) = Ω(n).672

From Proposition 16 and Proposition 18 we obtain:673

Corollary 19. Let X ∈ {F,V}. A regular language L ⊆ Σ∗ satisfies XL(n) =674

O(log n) if and only if L is recognized by a well-behaved rDFA.675

3.5. Constant space. Next, we study which regular languages have subloga-676

rithmic complexity. Recall that in the variable-size model any such language must be677
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Fig. 3. Forbidden pattern for well-behaved rDFAs where |u1| = |v1| and |u2| = |v2|.

empty or universal because the algorithm must at least maintain the current window678

size by Lemma 10.679

Corollary 20. The empty language L = ∅ and the universal language L = Σ∗680

satisfy VL(n) = O(1). All other languages satisfy VL(n) = Ω(logn).681

This proves points (5) and (6) in Theorem 12. Now, we can turn to the fixed-size682

model and prove the points (3) and (4). Point (3) follows from:683

Proposition 21. If U(B) is well-behaved then L = L(B) has space complexity684

FL(n) = O(|B|), which is O(1) when B is fixed.685

Proof. Let k = |B|. The SW-algorithm Pn for SWn(L) maintains lastk(x) for an686

input stream x ∈ Σ∗ using O(k) bits. If n 6 k then lastn(x) is a suffix of lastk(x) and687

hence Pn can determine whether lastn(x) ∈ L. If n > k then lastk(x) is a suffix of688

lastn(x), say lastn(x) = s lastk(x). We can decide if lastn(x) ∈ L as follows: Consider689

the run of B on lastn(x) starting from the initial state:690

r
s←− q lastk(x)←−−−−− q0.691

By the choice of k some state p ∈ Q must occur twice in the run q
lastk(x)←−−−−− q0.692

Therefore, p is nontransient and all states in the run r
s←− q belong to U(B). Since693

U(B) is well-behaved, r is final if and only if some run of length |s| = n−k starting in694

q is accepting. This information can be precomputed for each state q in the fixed-size695

model.696

For the lower bound in Theorem 12(4) we need the following lemma:697

Lemma 22. If U(B) is not well-behaved then there exist words x, y, z ∈ Σ∗ where698

|x| = |y| such that L = L(B) separates xy∗z and y∗z.699

Proof. Since U(B) is not well-behaved, there are U(B)-runs π and ρ from the700

same starting state q ∈ U(B) such that |π| = |ρ| and exactly one of the runs π and ρ701

is accepting. By definition of U(B) the state q is reachable from a nontransient state702

p via some run σ such that p is reachable from the initial state q0, say p
z0←− q0. We703

can replace π by πσ and ρ by ρσ preserving the properties of being U(B)-runs and704

|π| = |ρ|. Assume that π and ρ are runs on words v ∈ Σ∗ and w ∈ Σ∗, respectively.705

Since p is nontransient, we can construct runs from p to p of unbounded lengths.706

Consider such a run p
u←− p of length |u| > |v| = |w|. Then, L separates vu∗z0 and707

wu∗z0. Factorize u = u1u2 so that |u2| = |v| = |w|. Notice that all words in u2u
∗z0708

reach the same state in B and hence u2u
∗z0 is either contained in L or disjoint from709

L. Then, L separates either u2u
∗z0 and vu∗z0, or u2u

∗z0 and wu∗z0. Hence, L710

also separates (u2u1)∗u2z0 from either vu1(u2u1)∗u2z0 or from wu1(u2u1)∗u2z0. This711
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yields the words z = u2z0, y = u2u1 and x = vu1 or x = wu1 with the claimed712

properties.713

Proposition 23. If U(B) is not well-behaved then L = L(B) satisfies FL(n) >714

log n−O(1) for infinitely many n. In particular, FL(n) = Ω̄(log n).715

Proof. Let x, y, z ∈ Σ∗ be the words from Lemma 22. Consider an SW-algorithm716

Pn for L and window length n = |x|+ |y| ·m+ |z| for some m > 1. We prove that Pn717

has at least m many states by showing that Pn(xyi) 6= Pn(xyj) for any 1 6 i < j 6 m.718

Let 1 6 i < j 6 m. Then, we have719

lastn(xyiym−iz) = lastn(xymz) = xymz720

and721

lastn(xyjym−iz) = lastn(xym+j−iz) = ym+1z.722

Since exactly one of the words xymz and ym+1z belongs to L, it also holds that exactly723

one of the streams xyiym−iz and xyjym−iz is accepted by Pn. This proves that Pn724

must reach different memory states on inputs xyi and xyj . In conclusion Pn must725

use logm > log n−O(1) bits, and this holds for infinitely many n.726

3.6. Characterization of constant space. Next, we prove that a regular lan-727

guage L has constant space complexity FL(n) if and only if it is a Boolean combination728

of suffix testable languages and regular length languages (Theorem 13(i)).729

The language L is called k-suffix testable if for all x, y ∈ Σ∗ and z ∈ Σk we have730

xz ∈ L if and only if yz ∈ L. Equivalently, L is a Boolean combination of languages731

of the form Σ∗w where w ∈ Σ6k. Clearly, a language is suffix testable if and only if732

it is k-suffix testable for some k ∈ N. Let us remark that the class of suffix testable733

languages corresponds to the variety D of definite monoids [81]. Clearly, every finite734

language is suffix testable: If k is the maximum length of a word in L ⊆ Σ∗ then L is735

(k + 1)-suffix testable since L =
⋃
w∈L{w} and {w} = Σ∗w \

⋃
a∈Σ Σ∗aw.736

We will utilize a distance notion between states in a DFA, which is also studied737

in [46]. The symmetric difference of two sets A and B is A4B = (A ∪B) \ (A ∩B).738

We define the distance d(K,L) of two languages K,L ⊆ Σ∗ by739

d(K,L) =

{
supu∈K4L |u|+ 1, if K 6= L,

0, if K = L.
740

Notice that d(K,L) <∞ if and only if K4L is finite. For a DFA A = (Q,Σ, q0, δ, F )741

and a state p ∈ Q, we define Ap = (Q,Σ, p, δ, F ). Moreover, for two states p, q ∈ Q,742

we define the distance d(p, q) = d(L(Ap), L(Aq)). If we have two runs p
u−→ p′ and743

q
u−→ q′ where p′ ∈ F , q′ /∈ F and |u| > |Q|2 then some state pair occurs twice in744

the runs and we can pump the runs to unbounded lengths. Therefore, d(p, q) < ∞745

implies d(p, q) 6 |Q|2. In fact d(p, q) <∞ implies d(p, q) 6 |Q| by [46, Lemma 1].746

Lemma 24. Let L ⊆ Σ∗ be regular and A = (Q,Σ, q0, δ, F ) be its minimal DFA.747

We have:748

(i) for all p, q ∈ Q, d(p, q) 6 k if and only if ∀z ∈ Σk : p · z = q · z,749

(ii) L is k-suffix testable if and only if d(p, q) 6 k for all p, q ∈ Q,750

(iii) if there exists k > 0 such that L is k-suffix testable, then L is |Q|-suffix751

testable.752

Proof. The proof of (i) is an easy induction. If k = 0, the statement is d(p, q) = 0753

iff p = q, which is true because A is minimal. For the induction step, we have754
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d(p, q) 6 k + 1 iff d(δ(p, a), δ(q, a)) 6 k for all a ∈ Σ iff δ(p, a) · z = δ(q, a) · z for all755

z ∈ Σk iff p · z = q · z for all z ∈ Σk+1.756

For (ii), assume that L is k-suffix testable and consider two states p = A(x) and757

q = A(y). If z ∈ L(Ap)4L(Aq), then |z| < k because xz ∈ L iff yz /∈ L and L is758

k-suffix testable.759

Now, assume that d(p, q) 6 k for all p, q ∈ Q and consider x, y ∈ Σ∗, z ∈ Σk.760

Since we have d(A(x),A(y)) 6 k, (i) implies A(xz) = A(yz), and in particular xz ∈ L761

iff yz ∈ L. Therefore, L is k-suffix testable.762

Point (iii) follows from (ii) and from the above cited [46, Lemma 1].763

Lemma 25. For any L ⊆ Σ∗ and n > 0, the language SWn(L) is 2FL(n)-suffix764

testable.765

Proof. Let Pn be an SW-algorithm for L and window length n with space com-766

plexity FL(n). Therefore, Pn has at most 2FL(n) states. The definition of SWn(L)767

directly implies that SWn(L) is n-suffix testable. By Lemma 24(iii) SWn(L) is 2FL(n)-768

suffix testable.769

Note that Lemma 25 holds for arbitrary languages and not only for regular languages.770

Proof of Theorem 13(i). First, let L ⊆ Σ∗ be a regular language with FL(n) =771

O(1) and let k = maxn∈N 2FL(n). By Lemma 25 the language SWn(L) is k-suffix772

testable for all n > 0. We can express L as the Boolean combination773

L = (L ∩ Σ6k−1) ∪
⋃
z∈Σk

(Lz−1) z = (L ∩ Σ6k−1) ∪
⋃
z∈Σk

((Lz−1) Σk ∩ Σ∗z)774

where the right quotient Lz−1 = {x ∈ Σ∗ | xz ∈ L} is regular [14, Chapter 3, Exam-775

ple 5.7]. The set L∩Σ6k−1 is finite and hence suffix testable. It remains to show that776

each Lz−1 for z ∈ Σk is a length language. Consider two words x, y ∈ Σ∗ of the same777

length |x| = |y| = n. Since |xz| = |yz| = n+ k and SWn+k(L) is k-suffix testable, we778

have xz ∈ L iff yz ∈ L, and hence x ∈ Lz−1 iff y ∈ Lz−1.779

For the other direction note that (i) if L is a length language or a suffix testable780

language then clearly FL(n) = O(1), and (ii) {L ⊆ Σ∗ | FL(n) = O(1)} is closed781

under Boolean operations by Lemma 11. This proves the theorem.782

3.7. Characterization of logarithmic space. Recall from Theorem 12 that783

well-behaved rDFAs precisely define those regular languages with logarithmic space784

complexity FL(n) or equivalently VL(n). In the following, we will show that well-785

behaved rDFAs recognize precisely the finite Boolean combinations of regular left786

ideals and regular length languages (Theorem 13(ii)), which therefore are precisely787

the regular languages with logarithmic space complexity. Let us start with the easy788

direction:789

Proposition 26. Every language L ∈ 〈LI,Len〉 is recognized by a well-behaved790

rDFA.791

Proof. Let B be an rDFA for L. If L is a length language then for all reachable792

states q and all runs π, π′ starting from q with |π| = |π′| we have: π is accepting if and793

only if π′ is accepting. If L is a left ideal, then whenever a final state p is reachable,794

and q is reachable from p, then q is also final. Hence, for every reachable SCC P in795

B either all states of P are final or all states of P are nonfinal.796

It remains to show that the class of languages L ⊆ Σ∗ recognized by well-behaved797

rDFAs is closed under Boolean operations. If B is well-behaved then the complement798

automaton B is also well-behaved. Given two well-behaved rDFAs B1,B2, we claim799
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that the product automaton B1×B2 recognizing the intersection language is also well-800

behaved. Suppose that Bi = (Qi,Σ, Fi, δi, q0,i) for i ∈ {1, 2}. The product automaton801

for the intersection language is defined by802

B1 × B2 = (Q1 ×Q2,Σ, F1 × F2, δ, (q0,1, q0,2))803

where δ(a, (q1, q2)) = (δ1(a, q1), δ2(a, q2)) for all q1 ∈ Q1, q2 ∈ Q2 and a ∈ Σ.804

Consider an SCC S of B1 × B2 which is reachable from the initial state and let805

(p1, p2), (q1, q2), (r1, r2) ∈ S such that806

(q1, q2)
u←− (p1, p2) and (r1, r2)

v←− (p1, p2)807

for some words u, v ∈ Σ∗ with |u| = |v|. Since for i ∈ {1, 2} we have qi
u←− pi and808

ri
v←− pi, and {pi, ri, qi} is contained in an SCC of Bi (which is also reachable from809

the initial state q0,i), we have810

(q1, q2) is final ⇐⇒ q1 and q2 are final811

⇐⇒ r1 and r2 are final812

⇐⇒ (r1, r2) is final,813

and therefore B1 × B2 is well-behaved.814

It remains to prove that every well-behaved rDFA recognizes a finite Boolean com-815

bination of regular left ideals and regular length languages. With a right-deterministic816

finite automaton B = (Q,Σ, F, δ, q0) we associate the directed graph (Q,E) with edge817

set E = {(p, a · p) | p ∈ Q, a ∈ Σ}. The period g(G) of a directed graph G is the818

greatest common divisor of all cycle lengths in G. If G is acyclic we define the period819

to be ∞. We will apply the following lemma from Alon et al. [2] to the nontransient820

SCCs of B.821

Lemma 27 ([2]). Let G = (V,E) be a strongly connected directed graph with822

E 6= ∅ and finite period g. Then there exist a partition V =
⋃g−1
i=0 Vi and a constant823

m(G) 6 3|V |2 with the following properties:824

• For every 0 6 i, j 6 g − 1 and for every u ∈ Vi, v ∈ Vj the length of every825

directed path from u to v in G is congruent to j − i modulo g.826

• For every 0 6 i, j 6 g − 1, for every u ∈ Vi, v ∈ Vj and every integer827

r > m(G), if r is congruent to j − i modulo g, then there exists a directed828

path from u to v in G of length r.829

Lemma 28 (Uniform period). For every regular language there exists an rDFA830

B recognizing L and a number g such that every nontransient SCC C in B has period831

g(C) = g.832

Proof. Let B = (Q,Σ, F, δ, q0) be any rDFA for L. Let g be the product of all833

periods g(C) over all nontransient SCCs C in B. In the following, we compute in the834

additive group Zg = {0, . . . , g − 1}. We define835

B × Zg = (Q× Zg,Σ, F × Zg, δ′, (q0, 0)),836

where for all (p, i) ∈ Q× Zg and a ∈ Σ we set837

δ′(a, (p, i)) =

{
(δ(a, p), i+ 1), if p and δ(a, p) are strongly connected,

(δ(a, p), 0), otherwise.
838
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Clearly, L(B × Zg) = L(B). We show that every nontransient SCC of B × Zg has839

period g. Let D be a nontransient SCC of B×Zg. Clearly, every cycle length in D is840

a multiple of g. Take any state (q, i) ∈ D and let C be the SCC of q in B. Since D is841

nontransient, there exists a cycle in B ×Zg containing (q, i), which induces a cycle in842

B containing q. This implies that C is nontransient. Hence, we can apply Lemma 27843

and obtain a cycle of length k · g(C) in C for every sufficiently large k ∈ N (k > m(C)844

suffices). Since g is a multiple of g(C), C also contains a cycle of length k · g for every845

sufficiently large k. But every such cycle induces a cycle of the same length k · g in D.846

Hence, there exists k ∈ N such that D contains cycles of length k · g and (k + 1) · g.847

It follows that the period of D divides gcd(k · g, (k+ 1) · g) = g. This proves that the848

period of D is exactly g.849

Proof of Theorem 13(ii). It remains to show the direction from left to right. Con-850

sider a well-behaved rDFA B = (Q,Σ, F, δ, q0) for a regular language L ⊆ Σ∗. We851

prove that L is a finite Boolean combination of regular left ideals and regular length852

languages. By Lemma 28 we can ensure that all nontransient SCCs in B have the same853

period g. This new rDFA B is also well-behaved since in fact any rDFA for L must be854

well-behaved; this follows from Proposition 18 and Corollary 19. Alternatively, one855

can verify that the transformation from Lemma 28 preserves the well-behavedness of856

B.857

A path description P is a sequence858

(3.1) Ck, (qk, ak−1, pk−1), Ck−1, . . . , (q3, a2, p2), C2, (q2, a1, p1), C1, q1859

where Ck, . . . , C1 are pairwise distinct SCCs of B, q1 = q0, (qi+1, ai, pi) is a transition860

in B for all 1 6 i 6 k − 1, pi, qi ∈ Ci for all 1 6 i 6 k − 1, and qk ∈ Ck. A861

run π in B respects the path description P if the SCC-factorization of π is π =862

πkτk−1 · · · τ2π2τ1π1, πi is a Ci-internal run from qi to pi for all 1 6 i 6 k − 1,863

τi = qi+1aipi for all 1 6 i 6 k − 1, and πk is a Ck-internal run starting in qk. Let LP864

be the set of words w ∈ Σ∗ such that the unique run of B on w starting in q0 respects865

the path description P . We can write L =
⋃
P (LP ∩L) where P ranges over all path866

descriptions. Notice that the number of path descriptions is finite.867

Let us fix a path description P as in (3.1). We prove that LP ∩L is a finite Boolean868

combination of regular left ideals and regular length languages. First, we claim that869

LP is a finite Boolean combination of regular left ideals. Let ∆ = {(a · p, a, p) | p ∈870

Q, a ∈ Σ} be the set of all transition triples and let ∆P ⊆ ∆ be the set of transition871

triples contained in any of the SCCs Ck, . . . , C1 together with the transition triples872

(qi+1, ai, pi) for 1 6 i 6 k − 1. A word w ∈ Σ∗ then belongs to LP if and only if w873

belongs to the regular left ideal Σ∗LP and the run of B on w starting in q0 does not use874

any transitions from ∆\∆P . It is easy to construct for every τ ∈ ∆\∆P an rDFA Dτ875

which accepts all words w such that the run of B on w starting in q0 uses the transition876

τ . Clearly, this language is a left ideal. In total we have LP = Σ∗LP \
⋃
τ∈∆\∆P

L(Dτ ),877

which proves the claim.878

If Ck is a transient SCC then LP ∩L is either empty or LP , and we are done. For879

the rest of the proof we assume that Ck is nontransient. Recall that all nontransient880

SCCs in B have period g. Furthermore, Ck is well-behaved since it is reachable881

from q0 according to the path description P . Let Ck =
⋃g−1
i=0 Vi be the partition882

from Lemma 27. We claim that F ∩ Ck is a union of some of the Vi’s. Towards883

a contradiction assume that there exist states p, q ∈ Vi where p ∈ F and q /∈ F .884

Let r > m(C) be any number divisible by g. Then, by Lemma 27 there exist runs885

from p to p and from p to q, both of length r. This contradicts the fact that Ck is886
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well-behaved.887

Let π, π′ be two runs of B starting from q0 which respect P . We claim that888

|π| = |π′| (mod g) if and only if π and π′ end in the same part Vi of Ck. Consider the889

SCC-factorizations π = πkτk−1πk−1 · · · τ2π2τ1π1 and π′ = π′kτk−1π
′
k−1 · · · τ2π′2τ1π′1.890

For all 1 6 i 6 k−1 the subruns πi and π′i start in qi and end in pi. If Ci is nontransient891

then |πi| = |π′i| (mod g) by Lemma 27, and otherwise |πi| = |π′i| = 0. This implies892

|τk−1πk−1 · · · τ2π2τ1π1| = |τk−1π
′
k−1 · · · τ2π′2τ1π′1| (mod g). Also by Lemma 27 we893

know that |πk| = |π′k| (mod g) if and only if π and π′ end in the same part Vi. This894

proves the claim.895

It follows that we can write LP ∩ L = LP ∩K where896

K = {w ∈ Σ∗ | ∃r ∈ R : |w| ≡ r (mod g)}897

for some R ⊆ {0, . . . , g − 1}. Since K is a regular length language, we have proved898

the claim that L is a Boolean combination of regular left ideals and regular length899

languages. This concludes the proof of Theorem 13(ii).900

4. Randomized sliding window algorithms. Most of the work in the con-901

text of streaming uses randomness and/or approximation to design space- and time-902

efficient algorithms. For example, the AMS-algorithm [3] approximates the number of903

distinct elements in a stream with high probability in O(logm) space where m is the904

size of the universe. Furthermore, it is proved that any deterministic approximation905

algorithm and any randomized exact algorithm must use Ω(n) space [3]. On the other906

hand, the exponential histogram algorithm by Datar et al. [25] for approximating the907

number of 1’s in a sliding window is a deterministic sliding window approximation908

algorithm that uses O( 1
ε log2 n) bits. It is proven in [25] that Ω( 1

ε log2 n) bits are nec-909

essary even for randomized (Monte Carlo or Las Vegas) sliding window algorithms.910

In this section, we will study if and how randomness helps for testing member-911

ship to regular languages over sliding windows. The main result of this section is a912

space tetrachotomy in the fixed-size sliding window model, stating that every regular913

language has optimal space complexity Θ(1), Θ̄(log log n), Θ̄(log n) or Θ̄(n) if the914

streaming algorithms are randomized with two-sided error.915

4.1. Randomized streaming algorithms. In the following, we will introduce916

probabilistic automata [73, 75] as a model of randomized streaming algorithms. A917

randomized streaming algorithm or a probabilistic automaton P = (Q,Σ, ι, ρ, F ) con-918

sists of a nonempty (possibly infinite) set of states Q, a finite alphabet Σ, an initial919

state distribution ι : Q→ [0, 1], a transition probability function ρ : Q×Σ×Q→ [0, 1],920

and a set of final states F ⊆ Q, such that921

(i)
∑
q∈Q ι(q) = 1,922

(ii)
∑
q∈Q ρ(p, a, q) = 1 for all p ∈ Q, a ∈ Σ.923

If ι and ρ map into {0, 1}, then P can be viewed as a deterministic automaton.924

For a random variable X with values from Q and a ∈ Σ we define the random925

variable X · a (which also takes values from Q) by926

Pr[X · a = q] =
∑
p∈Q

Pr[X = p] · ρ(p, a, q).927

For a word w ∈ Σ∗ we define a random variable P(w) with values from Q inductively928

as follows: the random variable P(ε) is defined such that Pr[P(ε) = q] = ι(q) for all929

q ∈ Q. Moreover, P(wa) = P(w) · a for all w ∈ Σ∗ and a ∈ Σ. Thus, Pr[P(w) = q]930

is the probability that P is in state q after reading w. The randomized streaming931
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algorithm P accepts w with probability Pr[P(w) ∈ F ] and rejects w with probability932

Pr[P(w) /∈ F ]. The space of P (or number of bits used by P) is given by s(P) =933

log |Q| ∈ R>0 ∪{∞}. We say that P is a randomized streaming algorithm for L ⊆ Σ∗934

with error probability 0 6 λ 6 1 if935

• Pr[P accepts x] > 1− λ for all x ∈ L,936

• Pr[P rejects x] > 1− λ for all x /∈ L.937

The error probability λ is also called a two-sided error. If we omit λ we choose938

λ = 1/3.939

For a randomized streaming algorithm P = (Q,Σ, ι, ρ, F ) and a number k > 1940

let P(k) be the randomized streaming algorithm which simulates k instances of P in941

parallel with independent random choices and outputs the majority vote. Formally942

the states of P(k) are multisets of size k over Q (using multisets instead of ordered943

tuples will yield a better space bound in Subsection 4.3). Therefore, s(P(k)) 6 k·s(P).944

Lemma 29 (probability amplification). For all 0 < λ′ < λ < 1/2 there exists a945

number k = O(log
(

1
λ′

)
·
(

1
2 − λ

)−2
) such that for all randomized streaming algorithms946

P we have:947

(i) If Pr[P accepts x] > 1− λ then Pr[P(k) accepts x] > 1− λ′.948

(ii) If Pr[P rejects x] > 1− λ then Pr[P(k) rejects x] > 1− λ′.949

Proof. We will choose k later. Let X1, . . . , Xk be independent Bernoulli random950

variables with Pr[Xi = 0] = λ and Pr[Xi = 1] = 1 − λ. Let X =
∑k
i=1Xi with951

expectation µ = k(1− λ). Suppose that P accepts x with probability > 1− λ, i.e. P952

rejects x with probability at most λ. Then, P(k) rejects x with probability at most953

Pr[X 6 k/2]. By the Chernoff bound [70, Theorem 4.5], for any 0 < δ < 1 we have954

(4.1) Pr[X 6 (1− δ)µ] 6 exp

(
−µδ

2

2

)
.955

By choosing δ = 1 − 1
2(1−λ) we get (1 − δ)µ = k/2. Then, (4.1) gives the following956

estimate:957

Pr[P(k) rejects x] 6 Pr[X 6 k/2]958

6 exp

(
−
k(1− λ)(1− 1

2(1−λ) )2

2

)
959

= exp

(
−k

2
·

( 1
2 − λ)2

1− λ

)
960

6 exp

(
−k

2
·
(

1

2
− λ
)2
)
.961

962

By choosing963

k > 2 · ln
(

1

λ′

)
·
(

1

2
− λ

)−2

964

we can bound the probability that P(k) rejects x by λ′. Statement (ii) can be shown965

analogously.966

4.2. Space tetrachotomy. A randomized sliding window algorithm for a lan-967

guage L and window size n is a randomized streaming algorithm for SWn(L). The968

randomized space complexity Fr
L(n) of L in the fixed-size sliding window model is the969
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minimal space complexity s(Pn) of a randomized sliding window algorithm Pn for L970

and window size n. For this to be well-defined it is important that we require the971

error probability to be at most 1/3. Clearly we have Fr
L(n) 6 FL(n). Furthermore,972

we prove that randomness can reduce the space complexity at most exponentially.973

Lemma 30. For any language L we have FL(n) = 2O(F r
L(n)).974

Proof. Rabin proved that any probabilistic finite automaton with a so-called iso-975

lated cut-point can be made deterministic with an exponential size increase [75]. Let976

P = (Q,Σ, ι, ρ, F ) be a probabilistic finite automaton with m states. Suppose that977

λ ∈ [0, 1] is an isolated cut-point with radius δ > 0, i.e. |Pr[P accepts x]− λ| > δ for978

all x ∈ Σ∗. Then, L = {x ∈ Σ∗ | Pr[P accepts x] > λ} is recognized by a DFA A979

with at most (1 +m/δ)m−1 = 2O(m logm) states [75, Theorem 3].980

Now, let Pn be a minimal probabilistic finite automaton for SWn(L) with m states981

and error probability 6 1/3. Since Pn has 1/2 as an isolated cutpoint with radius982

1/2 − 1/3 = 1/6, there exists an equivalent DFA Qn with |Qn| 6 2O(m logm) states.983

The statement follows from FL(n) 6 log |Qn| = O(m logm) = O(2F
r
L(n) · Fr

L(n)),984

which is bounded by 2O(Fr
L(n)).985

In this section, we will prove Theorem 4, which is a tetrachotomy for the random-986

ized space complexity of regular languages in the fixed-size sliding window model. Let987

us rephrase Theorem 4 and split it into three upper bounds and three lower bounds.988

Theorem 31. Let L ⊆ Σ∗ be a regular language.989

(1) If L ∈ 〈ST,Len〉 then Fr
L(n) = O(1).990

(2) If L /∈ 〈ST,Len〉 then Fr
L(n) = Ω̄(log log n).991

(3) If L ∈ 〈ST,SF,Len〉 then Fr
L(n) = O(log log n).992

(4) If L /∈ 〈ST,SF,Len〉 then Fr
L(n) = Ω̄(log n).993

(5) If L ∈ 〈LI,Len〉 then Fr
L(n) = O(log n).994

(6) If L /∈ 〈LI,Len〉 then Fr
L(n) = Ω̄(n).995

Points (1) and (5) already hold in the deterministic setting, see Theorem 13. In996

the next sections we prove points (2), (3), (4), and (6).997

We first transfer Lemma 11 to the fixed-size model in the randomized setting:998

Lemma 32. For any function s(n), the class {L ⊆ Σ∗ | Fr
L(n) = O(s(n))} forms999

a Boolean algebra.1000

Proof. Let n ∈ N be a window size. If Pn is a randomized SW-algorithm for L1001

then Pn is a randomized SW-algorithm for Σ∗ \L where Pn simulates Pn and returns1002

the negated output. Let Pn and Qn be randomized SW-algorithms for K and L.1003

By Lemma 29 we can reduce their error probabilities to 1/6 with a constant space1004

increase. Then, the algorithm which simulates Pn and Qn in parallel, and returns1005

the disjunction of the outputs is a randomized SW-algorithm for K ∪ L. Its error1006

probability is at most 1/3 by the union bound.1007

4.3. The Bernoulli counter. The crucial algorithmic tool for the proof of The-1008

orem 31(3) is a simple probabilistic counter. It is inspired by the approximate counter1009

by Morris [35, 71], which uses O(log log n) bits. For our purposes, it suffices to detect1010

whether the counter has exceeded a certain threshold, which can be accomplished1011

using only O(1) bits.1012

Formally, a probabilistic counter is a probabilistic automaton1013

Z = (C, {inc}, ι, ρ, F )1014

over the unary alphabet {inc}. States in F are called high and states in C \ F are1015
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called low. We make the restriction that there is a low state c0 ∈ C such that ι(c0) = 11016

(and hence ι(c) = 0 for all c ∈ C \ {c0}); thus Z has a unique initial state c0 (which1017

must be low) and we write Z = (C, {inc}, c0, ρ, F ). This restriction is not really1018

important (and can in fact be achieved for every probabilistic automaton by adding1019

a new state), but it will simplify our constructions.1020

The random state of Z reached after k increments is Z(inck), for which we also1021

write Z(k); note that it is a random variable. Given numbers 0 6 ` < h we say that1022

Z is an (h, `)-counter with error probability λ < 1
2 if for all k ∈ N we have:1023

• If k 6 `, then Pr[Z(k) is high] 6 λ.1024

• If k > h, then Pr[Z(k) is low] 6 λ.1025

In other words, a probabilistic counter can distinguish with high probability values1026

below ` from values above h but does not give any guarantees for counter values1027

strictly between ` and h. A Bernoulli counter Zp is parameterized by a probability1028

0 < p < 1 and has the state set {0, 1}, where 0 is a low state and 1 is a high state.1029

Initially the counter is in the state x = 0. On every increment we set x = 1 with1030

probability p; the state remains unchanged with probability 1− p. We have1031

Pr[Zp(k) is low] = (1− p)k and Pr[Zp(k) is high] = 1− (1− p)k.1032

Let us first show the following claim.1033

Lemma 33. For all h > 0, 0 < ξ < 1 and 0 < ` 6 (1− ξ)h there exists 0 < p < 11034

such that Zp is an (h, `)-counter with error probability 1/2− ξ/8.1035

Proof. We need to choose 0 < p < 1 such that1036

(i) 1− (1− p)(1−ξ)h 6 1/2− ξ/8, or equivalently, 1/2 + ξ/8 6 (1− p)(1−ξ)h, and1037

(ii) (1− p)h 6 1/2− ξ/8, or equivalently, (1− p)(1−ξ)h 6 (1/2− ξ/8)1−ξ.1038

It suffices to show1039

(4.2)
1

2
+
ξ

8
6

(
1

2
− ξ

8

)1−ξ

,1040

then one can pick p = 1− (1/2− ξ/8)1/h ∈ (0, 1). Note that (ii) holds automatically1041

for this value of p. Taking logarithms shows that (4.2) is equivalent to1042

ln(4 + ξ)− ln 8 6 (1− ξ) · (ln(4− ξ)− ln 8),1043

which can be rearranged to ln(4 + ξ) 6 ln(4 − ξ) + ξ(ln 8 − ln(4 − ξ)). Since ln 8 −1044

ln(4− ξ) > ln 8− ln 4 = ln 2, it suffices to prove1045

(4.3) ln(4 + ξ) 6 ln(4− ξ) + ξ ln 2.1046

One can verify 3 ln 2 ≈ 2.0794 > 2. We have1047

4 + ξ 6 4 + (3 ln 2− 1)ξ1048

= 4 + (4 ln 2− 1)ξ − ξ ln 21049

6 4 + (4 ln 2− 1)ξ − ξ2 ln 21050

= (4− ξ)(ξ ln 2 + 1).1051

By taking logarithms and plugging in lnx 6 x− 1 for all x > 0, we obtain1052

ln(4 + ξ) 6 ln(4− ξ) + ln(ξ ln 2 + 1) 6 ln(4− ξ) + ξ ln 2.1053

This proves (4.3) and hence (4.2), and thus the lemma.1054
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Proposition 34. For all h > 0, 0 < ξ < 1, 0 < ` 6 (1 − ξ)h and 0 < λ′ < 1/21055

there exists an (h, `)-counter Z with error probability λ′ which uses O(log log(1/λ′) +1056

log(1/ξ)) bits.1057

Proof. Take the (h, `)-counter Zp from Lemma 33, whose error probability is1058

λ := 1/2 − ξ/8. To Zp we apply Lemma 29, which states that we need to run1059

k = O(log( 1
λ′ ) ·

1
ξ2 ) copies to reduce the error probability to λ′. The states of Z(k)

p are1060

multisets over {0, 1} of size k, which can be encoded with O(log k) = O(log log 1
λ′ +1061

log 1
ξ ) bits by specifying the number of 1-bits in the multiset. Note that the unique1062

initial state of Z(k)
p is the multiset with k occurrences of 0.1063

4.4. Suffix-free languages. In this section, we prove Theorem 31(3). By1064

Lemma 32 and since languages in ST ∪ Len have constant space (deterministic)1065

SW-algorithms it suffices to show:1066

Theorem 35. If L is regular and suffix-free then Fr
L(n) = O(log log n).1067

Fix a suffix-free regular language L ⊆ Σ∗ and let B = (Q,Σ, F, δ, q0) be an rDFA1068

for L where all states are reachable. Excluding the trivial case L = ∅, we assume that1069

B contains at least one final state. Furthermore, since L is suffix-free, any run in B1070

contains at most one final state. Therefore, we can assume that F contains exactly1071

one final state qF , and all outgoing transitions from qF lead to a sink state. For a1072

stream w ∈ Σ∗ define the function `w : Q→ N ∪ {∞} by1073

(4.4) `w(q) = inf{k ∈ N | lastk(w) · q = qF },1074

where we set inf(∅) = ∞ (note that {k ∈ N | lastk(w) · q = qF } is either empty or1075

a singleton set). Notice that lastn(w) ∈ L if and only if `w(q0) = n. Also, it holds1076

`w(qF ) = 0 for every w ∈ Σ∗. A deterministic streaming algorithm can maintain the1077

function `w where w ∈ Σ∗ is the stream prefix read so far: If a symbol a ∈ Σ is read,1078

we can determine1079

(4.5) `wa(q) =

{
0, if q = qF ,

1 + `w(a · q), otherwise,
1080

where 1 +∞ = ∞. Since storing `w(q) would require storing O(log n) bits, we use1081

probabilistic counters instead.1082

Let n ∈ N be a window size. The sliding window algorithm Pn for L consists of two1083

parts: a constant-space threshold algorithm Tn, which rejects with high probability1084

whenever `w(q0) > 2n, and a modulo-counting algorithm Mn, which maintains `w1085

modulo a random prime number with O(log log n) bits.1086

Lemma 36 (Threshold counting). There exists a randomized streaming algo-1087

rithm Tn with O(1) bits such that for all w ∈ Σ∗ we have:1088

• Pr[Tn accepts w] > 2/3, if `w(q0) 6 n, and1089

• Pr[Tn rejects w] > 2/3, if `w(q0) > 2n.1090

Proof. By Proposition 34 there is a (2n, n)-counter Z with error probability 1/31091

which uses O(1) space. Let C be its state space, c0 be its initial state and c∞ ∈ C be1092

an arbitrary high state. The algorithm Tn maintains for every q ∈ Q an instance Zq1093

of the (2n, n)-counter Z. The random variable Zq(w) of the state reached after the1094

input stream w ∈ Σ∗ will satisfy1095

(4.6) Zq(w) = Z(`w(q)),1096
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where we set Z(∞) = c∞, which is viewed as the random variable that takes the value1097

c∞ with probability one. We initialize Zq in order to get (4.6) for w = ε: for every1098

state q ∈ Q, if `ε(q) <∞, then we initialize Zq in its initial state c0 and then execute1099

`ε(q) increments, otherwise we set Zq to state c∞ (with probability one). Given an1100

input symbol a ∈ Σ, we compute the new counter values (let us call them Z ′q for the1101

moment) as follows: First we set Z ′qF to the initial state c0. This ensures (4.6) for qF1102

since `wa(qF ) = 0 < ∞ and Z(0) = c0. For all q ∈ Q \ {qF } we set Z ′q to Za·q · inc.1103

This ensures again (4.6):1104

Zq(wa) = Za·q(w) · inc = Z(1 + `w(a · q)) = Z(`wa(q)).1105

The algorithm accepts if and only if Zq0 is low. Correctness follows from the fact that1106

Z is a (2n, n)-counter with error probability 1/3:1107

Pr[Zq0(w) is low] = Pr[Z(`w(q0)) is low]

{
> 2/3 if `w(q0) 6 n,

6 1/3 if `w(q0) > 2n.
1108

This proves the lemma.1109

Lemma 37 (Modulo counting). There exists a randomized streaming algorithm1110

Mn with O(log log n) bits such that for all w ∈ Σ∗ we have:1111

• Pr[Mn accepts w] = 1, if `w(q0) = n, and1112

• Pr[Mn rejects w] > 2/3, if `w(q0) < 2n and `w(q0) 6= n.1113

Proof. Let pi be the i-th prime number. It is known that pi < i · (ln i + ln ln i)1114

for i > 6 [77, 3.13]. Let k be the first natural number such that
∏k
i=1 pi > n. Since1115 ∏k

i=1 pi > 2k, we have k = O(log n) and p3k = O(log n · log log n). The algorithm1116

Mn initially picks a random prime p ∈ {p1, . . . , p3k}, which is stored throughout the1117

run using O(log log n) bits. Then, after reading w ∈ Σ∗, Mn stores for every q ∈ Q1118

a bit telling whether `w(q) <∞ and, if the latter holds, the value `w(q) mod p using1119

in total O(|Q| · log log n) bits. These numbers can be maintained according to (4.5).1120

The algorithm accepts if and only if `w(q0) ≡ n mod p.1121

If `w(q0) = n then the algorithm always accepts. Now, assume `w(q0) < 2n and1122

`w(q0) 6= n. Since −n 6 `w(q0) − n < n and any product of at least k + 1 pairwise1123

distinct primes exceeds n, the number `w(q0) − n 6= 0 has at most k prime factors.1124

Therefore, Mn rejects with probability at least 2/3.1125

By combining the algorithms from Lemma 36 and Lemma 37 we can prove The-1126

orem 35. The algorithm Pn is the conjunction of the threshold algorithm Tn and the1127

modulo counting algorithm Mn. Recall that lastn(w) ∈ L if and only if `w(q0) = n.1128

If `w(q0) = n then Tn accepts with probability at least 2/3 and Mn accepts with1129

probability 1; hence Pn accepts with probability at least 2/3. If `w(q0) 6= n then1130

Mn or Tn rejects with probability at least 2/3. Hence, Pn rejects with probability at1131

least 2/3.1132

4.5. Lower bounds. In this section, we prove the lower bounds from Theo-1133

rem 31. Point (2) from Theorem 31 follows easily from the relation FL(n) = 2O(Fr
L(n))1134

(Lemma 30). Since every language L ∈ Reg \ 〈ST,Len〉 satisfies FL(n) = Ω̄(log n)1135

(Theorem 12 and 13), it also satisfies Fr
L(n) = Ω̄(log log n).1136

For (4) and (6) we apply known lower bounds from communication complexity1137

by deriving a randomized communication protocol from a randomized SW-algorithm.1138

This is in fact a standard technique for obtaining lower bounds for streaming algo-1139

rithms; see e.g. [78].1140
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We present the necessary background from communication complexity; see [66]1141

for a detailed introduction. We only need the one-way setting where Alice sends a1142

single message to Bob. Consider a function f : X × Y → {0, 1} for some finite sets1143

X and Y . A randomized one-way (communication) protocol P = (a, b) consists of1144

functions a : X × Ra → {0, 1}∗ and b : {0, 1}∗ × Y × Rb → {0, 1}, where Ra and Rb1145

are finite sets of random choices of Alice and Bob, respectively. The cost of P is the1146

maximum number of bits transmitted by Alice, i.e.1147

cost(P ) = max
x∈X,ra∈Ra

|a(x, ra)|.1148

Moreover, probability distributions are given on Ra and Rb. Alice computes from1149

her input x ∈ X and a random choice ra ∈ Ra the value a(x, ra) and sends it to1150

Bob. Using this value, his input y ∈ Y and a random choice rb ∈ Rb he outputs1151

b(a(x, ra), y, rb). The random choices ra ∈ Ra, rb ∈ Rb are chosen independently from1152

each other. The protocol P computes f if for all (x, y) ∈ X × Y we have1153

(4.7) Pr
ra∈Ra,rb∈Rb

[P (x, y) 6= f(x, y)] 6
1

3
,1154

where P (x, y) is the random variable b(a(x, ra), y, rb). The randomized one-way com-1155

munication complexity of f is the minimal cost among all one-way randomized pro-1156

tocols that compute f (with an arbitrary number of random bits). The choice of1157

the constant 1/3 in (4.7) is arbitrary in the sense that changing the constant to any1158

λ < 1/2 only changes the communication complexity by a constant (depending on1159

λ), see [66, p. 30]. We will use established lower bounds on the randomized one-way1160

communication complexity of some functions.1161

Theorem 38 ([65, Theorem 3.7 and 3.8]). Let n ∈ N.1162

• The index function1163

IDXn : {0, 1}n × {1, . . . , n} → {0, 1}1164

with IDXn(a1 · · · an, i) = ai has randomized one-way communication com-1165

plexity Θ(n).1166

• The greater-than function1167

GTn : {1, . . . , n} × {1, . . . , n} → {0, 1}11681169

with GTn(i, j) = 1 iff i > j has randomized one-way communication com-1170

plexity Θ(log n).1171

The bounds above also hold for the deterministic one-way communication complexity1172

as witnessed by the trivial deterministic protocols. We also define the equality function1173

EQn : {1, . . . , n} × {1, . . . , n} → {0, 1}1174

by EQn(i, j) = 1 if and only if i = j. Its randomized one-way communication com-1175

plexity is Θ(log log n) whereas its deterministic one-way communication complexity1176

is Θ(log n) [66].1177

We start with the proof of (6) from Theorem 31, which extends our linear space1178

lower bound from the deterministic setting to the randomized setting.1179

Proposition 39. If L ∈ Reg \ 〈LI,Len〉 then Fr
L(n) = Ω̄(n).1180
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Proof. By Theorem 13(ii) any rDFA for L is not well-behaved and by Lemma 171181

there exist words u = u1u2, v = v1v2, z ∈ Σ∗ such that |u1| = |v1|, |u2| = |v2| and1182

L separates u2{u, v}∗z and v2{u, v}∗z. Let η : {0, 1}∗ → {u, v}∗ be the injective1183

homomorphism defined by η(0) = u and η(1) = v.1184

Now, consider a randomized SW-algorithm Pn for L and window length n =1185

|u2|+ |u| ·m+ |z| for some m > 1. We describe a randomized one-way communication1186

protocol for IDXm.1187

Let α = α1 · · ·αm ∈ {0, 1}m be Alice’s input and i ∈ {1, . . . ,m} be Bob’s input.1188

Alice reads η(α) into Pn (using here random choices in order to select the outgoing1189

transitions in Pn) and sends the memory state usingO(s(Pn)) bits to Bob. Continuing1190

from the received state, Bob reads uiz into Pn. Then, the active window is1191

lastn(η(α)uiz) = s η(αi+1 · · ·αm)uiz ∈ {u2, v2}{u, v}∗z1192

where s = u2 if αi = 0 and s = v2 if αi = 1. Hence, from the output of Pn Bob1193

can determine whether αi = 1. The cost of the protocol is bounded by O(s(Pn)) and1194

must be at least Ω(m) = Ω(n) by Theorem 38. We conclude that s(Pn) = Ω(n) for1195

infinitely many n and therefore Fr
L(n) = Ω̄(n).1196

Next, we prove point (4) from Theorem 31. For that, we need the following1197

automaton property. In the following, let B = (Q,Σ, F, δ, q0) be an rDFA.1198

A pair (p, q) ∈ Q×Q of states is called synchronized if there exist words x, y, z ∈ Σ∗1199

with |x| = |y| = |z| > 1 such that1200

q
x←− q y←− p z←− p.1201

A pair (p, q) ∈ Q×Q is called reachable if p and q are reachable from q0 and (p, q) is1202

called F -consistent if either {p, q}∩F = ∅ or {p, q} ⊆ F . We remark that synchronized1203

state pairs have no connection to the notion of synchronizing words.1204

Lemma 40. A state pair (p, q) is synchronized if and only if p and q are non-1205

transient and there exists a nonempty run from p to q whose length is a multiple of1206

|Q|!.1207

Proof. First assume that (p, q) is synchronized. Let x, y, z ∈ Σ+ with |x| = |y| =1208

|z| = k such that q
x←− q y←− p z←− p. Then, p and q are nontransient and we have1209

q
x|Q|!−1y←−−−−− p,1210

where x|Q|!−1y has length (|Q|!− 1) · k + k = |Q|! · k.1211

Conversely, assume that p and q are nontransient and there exists a nonempty1212

run q
y←− p whose length is divided by |Q|!. Since the states p and q are nontransient,1213

there are words x and z of length at most |Q| with q
x←− q and p

z←− p. These words1214

can be pumped up to have length |y|.1215

Let Q = T ∪ N be the partition of the state set into the set T of transient1216

states and the set N of nontransient states. A function β : N→ {0, 1} is k-periodic if1217

β(i) = β(i+ k) for all i ∈ N.1218

Lemma 41. Assume that every reachable synchronized pair in B is F -consistent.1219

Then, for every word v ∈ Σ∗ of length at least |Q|! ·(|T |+1) there exists a |Q|!-periodic1220

function βv : N → {0, 1} such that the following holds: If w ∈ Σ∗v and w · q0 ∈ N ,1221

then we have w ∈ L(B) iff β(|w|) = 1.1222
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Proof. Let v = ak · · · a2a1 with k > |Q|! · (|T |+ 1), and consider the run1223

(4.8) qk
ak←− · · · a2←− q1

a1←− q01224

of B on v. Clearly, each transient state can occur at most once in the run. First notice1225

that for each 0 6 i 6 |Q|!− 1 at least one of the states in1226

Qi = {qi+j|Q|! | 0 6 j 6 |T |}1227

is nontransient because otherwise the set would contain |T | + 1 pairwise distinct1228

transient states. Furthermore, we claim that the nontransient states inQi are either all1229

final or all nonfinal: Take two nontransient states qi+j1|Q|! and qi+j2|Q|! with j1 < j2.1230

Since we have a run of length (j2 − j1)|Q|! from qi+j1|Q|! to qi+j2|Q|!, these two states1231

form a synchronized pair by Lemma 40, which by assumption must be F -consistent.1232

Now, define βv : N→ {0, 1} by1233

βv(m) =

{
1, if the states in Qm mod |Q|! ∩N are final,

0, if the states in Qm mod |Q|! ∩N are nonfinal,
1234

which is well-defined by the remarks above. Clearly βv is |Q|!-periodic.1235

Let w = am · · · a2a1 ∈ Σ∗v be a word of length m > k. The run of B on w starting1236

from the initial state prolongs the run in (4.8):1237

qm
am←−− · · · ak+2←−−− qk+1

ak+1←−−− qk
ak←− · · · a2←− q1

a1←− q01238

Assume that qm ∈ N . As argued above, there is a position 0 6 i < k such that i ≡ m1239

(mod |Q|!) and qi ∈ N . Therefore, there exists a nonempty run from qi to qm whose1240

length is a multiple of |Q|!. Hence, (qi, qm) is a synchronized pair by Lemma 40, which1241

is F -consistent by assumption. Therefore, w ∈ L iff qm ∈ F iff qi ∈ F iff βv(|w|) = 1.1242

Lemma 42. Assume that every reachable synchronized pair in B is F -consistent.1243

Then, L(B) belongs to 〈ST,SF,Len〉.1244

Proof. Given a subset P ⊆ Q let L(B, P ) := L(Q,Σ, P, δ, q0). Let FN = N ∩ F1245

and FT = T ∩ F . We disjointly decompose L into1246

L = L(B, FN ) ∪
⋃
q∈FT

L(B, {q}).1247

First observe that L(B, {q}) ∈ SF for all q ∈ FT because a transient state q can occur1248

at most once in a run of B.1249

It remains to show that L(B, FN ) belongs to 〈ST,SF,Len〉. Using the threshold1250

k = |Q|! · (|T |+ 1), we distinguish between words of length at most k − 1 and words1251

of length at least k, and group the latter set by their suffixes of length k:1252

L(B, FN ) = (L(B, FN ) ∩ Σ6k−1) ∪
⋃
v∈Σk

(L(B, FN ) ∩ Σ∗v).1253

The first part L(B, FN )∩Σ6k−1 is finite and thus suffix testable. To finish the proof,1254

we will show that L(B, FN ) ∩ Σ∗v ∈ 〈ST,SF,Len〉 for each v ∈ Σk. Let v ∈ Σk and1255

let βv : N→ {0, 1} be the |Q|!-periodic function from Lemma 41. The lemma implies1256

that1257

L(B, FN ) ∩ Σ∗v = (Σ∗v ∩ {w ∈ Σ∗ | β(|w|) = 1}) \ L(B, T ).1258

The language {w ∈ Σ∗ | β(|w|) = 1} is a regular length language, Σ∗v is suffix testable1259

and L(B, T ) is a finite union of suffix-free regular languages.1260
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The following lemma is an immediate consequence of Lemma 42.1261

Lemma 43. If L ∈ Reg \ 〈ST,SF,Len〉 then there exist u, x, y, z ∈ Σ∗ with1262

|x| = |y| = |z| > 1 such that L separates x∗yz∗u and z∗u.1263

Now, we can finally prove point (4) from Theorem 31.1264

Proposition 44. If L ∈ Reg \ 〈ST,SF,Len〉 then Fr
L(n) = Ω̄(log n).1265

Proof. Consider the words u, x, y, z ∈ Σ∗ described in Lemma 43. Let n = |z| ·1266

m+ |u| for some m > 1 and let Pn be a randomized SW-algorithm for L. We describe1267

a randomized one-way protocol for GTm: Let 1 6 i 6 m be the input of Alice and1268

1 6 j 6 m be the input of Bob. Alice starts with reading xmyzm−i into Pn. Then1269

she sends the reached state to Bob using O(s(Pn)) bits. Bob then continues the run1270

of Pn from the transmitted state with the word zju. Hence, Pn is simulated on the1271

word w := xmyzm−izju = xmyzm−i+ju. We have1272

lastn(w) =

{
xi−1−jyzm−i+ju, if i > j,

zmu, if i 6 j.
1273

By Lemma 43, lastn(w) belongs to L in exactly one of the two cases i > j and i 6 j.1274

Hence, Bob can distinguish these two cases with probability at least 2/3. It follows1275

that the protocol computes GTm and its cost is bounded by s(Pn). By Theorem 381276

we can conclude that s(Pn) = Ω(logm) = Ω(log n), and therefore Fr
L(n) = Ω̄(log n).1277

4.6. Sliding window algorithms with one-sided error. So far, we have only1278

considered randomized SW-algorithms with two-sided error (analogously to the com-1279

plexity class BPP). Randomized SW-algorithms with one-sided error (analogously to1280

the classes RP and coRP) can be motivated by applications, where all “yes”-outputs1281

or all “no”-outputs, respectively, have to be correct. We distinguish between true-1282

biased and false-biased algorithms. A true-biased (randomized) streaming algorithm1283

P for a language L satisfies the following properties:1284

• If w ∈ L then Pr[P accepts w] > 2/3.1285

• If w /∈ L then Pr[P rejects w] = 1.1286

A false-biased (randomized) streaming algorithm P for a language L satisfies the fol-1287

lowing properties:1288

• If w ∈ L then Pr[P accepts w] = 1.1289

• If w /∈ L then Pr[P rejects w] > 2/3.1290

Let F 0
L(n) (resp., F 1

L(n)) be the minimal space complexity s(Pn) of any true-biased1291

(resp., false-biased) SW-algorithm Pn for L and window size n. We have the relations1292

F r
L(n) 6 F iL(n) 6 FL(n) for i ∈ {0, 1}, and F 0

L(n) = F 1
Σ∗\L(n).1293

We show that for all regular languages SW-algorithms with one-sided error have1294

no advantage over their deterministic counterparts:1295

Theorem 45 (One-sided error). Let L be regular.1296

(i) If L ∈ 〈ST,Len〉 then F 0
L(n) and F 1

L(n) are O(1).1297

(ii) If L /∈ 〈ST,Len〉 then F 0
L(n) and F 1

L(n) are Ω̄(log n).1298

(iii) If L ∈ 〈LI,Len〉 then F 0
L(n) and F 1

L(n) are O(log n).1299

(iv) If L /∈ 〈LI,Len〉 then F 0
L(n) and F 1

L(n) are Ω̄(n).1300

The upper bounds in (i) and (iii) already hold for deterministic SW-algorithms (Theo-1301

rem 3). Moreover, the lower bound in (iv) already holds for SW-algorithms with two-1302

sided error (Theorem 31(6)). It remains to prove point (ii) of the theorem. In fact we1303

show that any nondeterministic SW-algorithm for a regular language L /∈ 〈ST,Len〉1304
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requires logarithmic space. A nondeterministic SW-algorithm for a language L and1305

window size n is an NFA Pn with L(Pn) = SWn(L), and its space complexity is1306

s(Pn) = log |Pn|. If we have a true-biased randomized SW-algorithm for L we can1307

turn it into a nondeterministic SW-algorithm by keeping only those transitions with1308

nonzero probabilities and making all states q initial which have a positive initial prob-1309

ability ι(q) > 0. Therefore, it suffices to show the following statement:1310

Proposition 46. Let L ∈ Reg \ 〈ST,Len〉. Then, for infinitely many n every1311

nondeterministic SW-algorithm Pn for L has Ω(
√
n) many states.1312

For the proof of Proposition 46 we need the following lemma.1313

Lemma 47. Let L ⊆ a∗ and n ∈ N such that L separates {an} and {ak | k > n}.1314

Then, every NFA for L has at least
√
n many states.1315

Proof. The easy case is an ∈ L and ak /∈ L for all k > n. If an NFA for L has at1316

most n states then any successful run on an must have a state repetition. By pumping1317

one can construct a successful run on ak for some k > n, which is a contradiction.1318

Now, assume an /∈ L and ak ∈ L for all k > n. The proof is essentially the same1319

as for [59, Lemma 6], where the statement of the lemma is shown for L = a∗ \ {an}.1320

Let us give the proof for completeness. It is known that every unary NFA has an1321

equivalent NFA in so-called Chrobak normal form. A unary NFA in Chrobak normal1322

form consists of a simple path (called the initial path in the following) starting in the1323

unique initial state. From the last state of the initial path, edges go to a collection of1324

disjoint cycles. In [45] it is shown that an m-state unary NFA has an equivalent NFA1325

in Chrobak normal form whose initial path consists of m2 −m states. Now, assume1326

that L is accepted by an NFA with m states and let A be the equivalent Chrobak1327

normal form NFA, whose initial path consists of m2 −m states. If n > m2 −m then1328

all states that are reached in A from the initial state via an belong to a cycle and1329

every cycle contains such a state. Since an /∈ L, all these states are rejecting. Hence,1330

an+x·d /∈ L for all x > 0, where d is the product of all cycle lengths. This contradicts1331

the fact that ak ∈ L for all k > n. Hence, we must have n < m2 −m and therefore1332

m >
√
n.1333

Proof of Proposition 46. Let L ∈ Reg\〈ST,Len〉. By Lemma 22 and the results1334

from Subsection 3.6 there are words x, y, z ∈ Σ∗ such that |x| = |y| and L separates1335

xy∗z and y∗z. Note that we must have x 6= y.1336

Fix m > 0 and consider the window size n = |x| + m|y| + |z|. Let Pn =1337

(Q,Σ, I,∆, F ) be a nondeterministic SW-algorithm for L, i.e. it is an NFA for1338

SWn(L). Notice that Pn separates {xymz} and {xykz | k > m}. We define an1339

NFA A over the unary alphabet {a} as follows:1340

• The state set of A is Q.1341

• The set of initial states of A is {q ∈ Q | ∃p ∈ I : p
x−→ q in Pn}.1342

• The set of final states of A is {p ∈ Q | ∃q ∈ F : p
z−→ q in Pn}.1343

• The set of transitions of A is {(p, a, q) | p y−→ q in Pn}.1344

It recognizes the language L(A) = {ak | xykz ∈ SWn(L)}, and therefore L(A) sepa-1345

rates {am} and {ak | k > m}. By Lemma 47, A and thus Pn has at least
√
m = Ω(

√
n)1346

many states.1347

Proposition 46 implies F 0
L(n) > 1/2 log n − O(1) on infinitely many n for all1348

L ∈ Reg\〈ST,Len〉. Since Reg\〈ST,Len〉 is closed under complement, this implies1349

F 1
L(n) = F 0

Σ∗\L(n) > 1/2 log n−O(1) on infinitely many n for all L ∈ Reg\〈ST,Len〉.1350
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4.7. Randomized variable-size model. In this section, we briefly look at1351

randomized algorithms in the variable-size model. First we transfer the definitions1352

from Subsection 2.5 in a straightforward way. A randomized variable-size sliding1353

window algorithm P for L ⊆ Σ∗ is a randomized streaming algorithm for SW(L)1354

(defined in (2.1)). Its space complexity is v(P, n) = log |M6n| ∈ N ∪ {∞} where1355

M6n contains all memory states in P which are reachable with nonzero probability1356

in P on inputs w ∈ Σ∗↓ with mwl(w) 6 n. Since the variable-size sliding window1357

model subsumes the fixed-size model, we have Fr
L(n) 6 v(P, n) for every randomized1358

variable-size sliding window algorithm P for L.1359

Again we raise the question if randomness can improve the space complexity in1360

the variable-size model. We claim that, in contrast to the fixed-size model, random-1361

ness does allow more space efficient algorithms in the variable-size setting. Clearly,1362

all upper bounds for the deterministic variable-size setting transfer to the randomized1363

variable-size setting, i.e. languages in 〈LI,Len〉 have O(log n) space complexity, and1364

empty and universal languages have O(1) space complexity. For every regular lan-1365

guage L which is not contained in 〈LI,Len〉 we proved a linear lower bound on Fr
L(n)1366

(Proposition 39), which is also a lower bound on the space complexity of any ran-1367

domized variable-size sliding window algorithm for L. It remains to look at languages1368

∅ ( L ( Σ∗, for which we have proved a logarithmic lower bound in the deterministic1369

setting (Lemma 10).1370

Lemma 48. If P is a randomized variable-size SW-algorithm for a language ∅ (1371

L ( Σ∗ then v(P, n) = Ω(logn).1372

Proof. Let ∅ ( L ( Σ∗ be a language. There is a length-minimal nonempty1373

word a1 · · · ak ∈ Σ+ such that |{ε, a1 · · · ak} ∩ L| = 1. By minimality we also have1374

|{a1 · · · ak, a2 · · · ak} ∩L| = 1. Let P be a randomized variable-size SW-algorithm for1375

L. By Lemma 29 we can assume that the error probability of P is at most 1/6, which1376

increases its space complexity v(P, n) by a constant factor.1377

For every n ∈ N we construct a protocol for GTn with cost O(v(P, n)). With1378

Theorem 38 this implies that v(P, n) = Ω(log n). Let 1 6 i 6 n be the input of Alice1379

and 1 6 j 6 n be the input of Bob. Alice starts two instances of P (using independent1380

random bits) and reads ai1 into both of them. She sends the memory states to Bob1381

using O(v(P, i)) 6 O(v(P, n)) bits. Bob then continues from both states, and reads1382

↓j a2 · · · ak into the first instance and ↓j+1 a1a2 · · · ak into the second instance. Let1383

y1, y2 ∈ {0, 1} be the outputs of the two instances of P. With high probability, namely1384

(1− 1/6)2 > 2/3, both answers are correct, i.e.1385

y1 = 1 ⇐⇒ wnd(ai1 ↓j a2 · · · ak) ∈ L13861387

and1388

y2 = 1 ⇐⇒ wnd(ai1 ↓j+1 a1a2 · · · ak) ∈ L.13891390

Bob returns true, i.e. he claims i > j, if and only if y1 = y2.1391

Let us prove the correctness. If i > j then1392

wnd(ai1 ↓j a2 · · · ak) = ai−j1 a2 · · · ak = wnd(ai1 ↓j+1 a1a2 · · · ak)1393

and hence Bob returns true with probability at least 2/3. If i 6 j then1394

wnd(ai1 ↓j a2 · · · ak) = a2 · · · ak1395
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and1396

wnd(ai1 ↓j+1 a1a2 · · · ak) = a1a2 · · · ak.1397

By assumption, exactly one of the words a1 · · · ak, a2 · · · ak belongs to L, and therefore1398

Bob returns false with probability at least 2/3.1399

The lower bound above also holds for variable-size SW-algorithms with one-sided1400

error since they are more restricted than algorithms with two-sided error.1401

5. Property testing in the sliding window model. All settings discussed so1402

far for testing membership of regular languages in the sliding window model do not1403

allow to use sublinear space for an arbitrary regular language. To be more specific, for1404

any language L ∈ Reg\〈LI,Len〉 it requires linear space to test membership even for1405

randomized sliding window algorithms with two-sided error. In order to achieve space-1406

efficient sliding window algorithms for all regular languages, we have to allow for a kind1407

of approximative answers. We formalize this in the context of the property testing1408

framework. More precisely, we introduce in this section sliding window (property)1409

testers, which must accept if the active window belongs to a language L and reject if1410

it is has large Hamming distance from L. We consider deterministic sliding window1411

property testers and randomized sliding window property testers.1412

While at first sight the only connection between property testers and sliding1413

window property testers is that we must accept the input if it satisfies a property P1414

and reject if it is far from satisfying P , there is, in fact, a deeper link. In particular, the1415

property tester for regular languages due to Alon et al. [2] combined with an optimal1416

sampling algorithm for sliding windows [17] immediately yields O(log n)-space, two-1417

sided error sliding window property testers with Hamming gap γ(n) = εn for all1418

regular languages. We will improve on this observation.1419

5.1. Sliding window testers. The Hamming distance between two words u =1420

a1 · · · an and v = b1 · · · bn of equal length is the number of positions where u and v1421

differ, i.e. dist(u, v) = |{i | ai 6= bi}|. If |u| 6= |v| we set dist(u, v) =∞. The distance1422

of a word u to a language L is defined as1423

dist(u, L) = inf{dist(u, v) | v ∈ L} ∈ N ∪ {∞}.1424

Additionally, we define the prefix distance between words u = a1 · · · an and v =1425

b1 · · · bn by pdist(u, v) = min{i ∈ {0, . . . , n} | ai+1 · · · an = bi+1 · · · bn}. Clearly, we1426

have dist(u, v) 6 pdist(u, v). The algorithms presented in this section satisfy the1427

stronger property that windows whose prefix distance to the language L is large are1428

rejected by the algorithm.1429

In this section, γ is always a function γ : N→ R>0. A deterministic sliding window1430

(property) tester with Hamming gap γ(n) for a language L ⊆ Σ∗ and window size n1431

is a deterministic streaming algorithm Pn over the alphabet Σ with the following1432

properties:1433

• If lastn(w) ∈ L, then Pn accepts w.1434

• If dist(lastn(w), L) > γ(n), then Pn rejects w.1435

A randomized sliding window tester with Hamming gap γ(n) for a language L ⊆ Σ∗1436

and window size n is a randomized streaming algorithm Pn over the alphabet Σ with1437

the following properties. It has two-sided error if for all w ∈ Σ∗ we have:1438

• If lastn(w) ∈ L, then Pr[Pn accepts w] > 2/3.1439

• If dist(lastn(w), L) > γ(n), then Pr[Pn rejects w] > 2/3.1440

It is true-biased if for all w ∈ Σ∗ we have:1441

• If lastn(w) ∈ L, then Pr[Pn accepts w] > 2/3.1442
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• If dist(lastn(w), L) > γ(n), then Pr[Pn rejects w] = 1.1443

It is false-biased if for all w ∈ Σ∗ we have:1444

• If lastn(w) ∈ L, then Pr[Pn accepts w] = 1.1445

• If dist(lastn(w), L) > γ(n), then Pr[Pn rejects w] > 2/3.1446

True-biased and false-biased algorithms are algorithms with one-sided error. Again,1447

the success probability 2/3 is an arbitrary choice in light of Lemma 29. The case1448

of Hamming gap γ(n) = 0 corresponds to exact membership testing to L from the1449

previous sections.1450

Let us present the main results of this section.1451

Theorem 49. For every regular language L there exists a deterministic sliding1452

window tester with constant Hamming gap which uses O(log n) space.1453

Theorem 50. For every regular language L and every ε > 0 there exists a ran-1454

domized sliding window tester with two-sided error and Hamming gap εn that uses1455

space O(1/ε).1456

The log-space bound in Theorem 49 cannot be improved whenever L is a nontrivial1457

regular language, even for randomized true-biased algorithms. A language L ⊆ Σ∗ is1458

γ(n)-trivial if for all n ∈ N with L∩Σn 6= ∅ and all w ∈ Σn we have dist(w,L) 6 γ(n).1459

If L is O(1)-trivial we say that L is trivial.1460

Theorem 51. For every nontrivial regular language L there exist ε > 0 and in-1461

finitely many window sizes n ∈ N for which every true-biased (resp., false-biased)1462

sliding window tester with Hamming gap εn uses space at least log n − O(1) (resp.1463

log log n−O(1)).1464

Examples of trivial languages include all suffix testable and all prefix testable lan-1465

guages, and also the set of all words over {a, b} which contain an even number of a’s.1466

Note that Alon et al. [2] call a language L trivial if L is o(n)-trivial according to our1467

definition, i.e. γ(n)-trivial for some function γ(n) = o(n). In fact, we will prove that1468

both definitions coincide for regular languages (Corollary 68).1469

We also identify a small class of regular languages, which have false-biased sliding1470

window testers with space complexity O(log log n):1471

Theorem 52. If L is a finite union of trivial regular languages and suffix-free1472

regular languages, then there exists a randomized false-biased sliding window tester1473

for L with constant Hamming gap which uses O(log log n) space.1474

We finally complement Theorem 52 with a matching lower bound:1475

Theorem 53. Let L be a regular language that is not a finite union of regular1476

trivial languages and regular suffix-free languages. Then, there exist ε > 0 and infin-1477

itely many window sizes n ∈ N for which every false-biased sliding window tester with1478

Hamming gap εn uses at least log n−O(1) space.1479

5.2. Deterministic sliding window testers. In this section, we prove Theo-1480

rem 49: every regular language has a deterministic sliding window tester with constant1481

Hamming gap which uses O(log n) space. It is based on the path summary algorithm1482

from Subsection 3.3. In the following, we fix a regular language L and an rDFA1483

B = (Q,Σ, F, δ, q0) for L. By Lemma 28 we can assume that every nontransient SCC1484

of B has the same period g > 1.1485

For a state q ∈ Q we define Acc(q) = {n ∈ N | ∃w ∈ Σn : w ·q ∈ F}. The following1486

lemma is the main tool to prove correctness of our sliding window testers. It states1487

that if a word of length n is accepted from state p and ρ is any internal run from p1488

35

This manuscript is for review purposes only.



of length at most n, then, up to a bounded length prefix, ρ can be extended to an1489

accepting run of length n. Formally, a run π t-simulates a run ρ if one can factorize1490

ρ = ρ1ρ2 and π = π′ρ2 where |ρ1| 6 t.1491

Lemma 54. There exists a number t ∈ N (which only depends on B) such that1492

the following holds: If ρ is an internal run starting from p of length at most n and1493

n ∈ Acc(p), then there exists an accepting run π from p of length n which t-simulates1494

ρ.1495

Based on this lemma we can prove Theorem 49. Afterwards we prove Lemma 54.1496

Proof of Theorem 49. Let t be the constant from Lemma 54. We present a de-1497

terministic sliding window tester with constant Hamming gap t which uses O(log n)1498

space. Let n ∈ N be the window size. By Lemma 15 we can maintain the set of all1499

path summaries PSB(w) = {ps(πw,q) | q ∈ Q} for the active window w ∈ Σn, using1500

O(log n) bits. In fact, the path summary algorithm works for variable-size windows1501

but we do not need this here.1502

It remains to define a proper acceptance condition. Consider the SCC-factoriza-1503

tion of πw,q0 , say1504

πw,q0 = πmτm−1πm−1 · · · τ1π11505

and its path summary (`m, qm) · · · (`1, q1). The algorithm accepts if and only if the1506

path summary is accepting, i.e. `m = |πm| ∈ Acc(qm). If w ∈ L then clearly1507

|πm| ∈ Acc(qm). On the other hand, if |πm| ∈ Acc(qm) then the internal run πm1508

can be t-simulated by an accepting run π′m of equal length by Lemma 54. The run1509

π′mτm−1πm−1 · · · τ1π1 is accepting and witnesses that pdist(w,L) 6 t.1510

To prove Lemma 54 we need to analyze the sets Acc(q) first. For a ∈ N and1511

X ⊆ N we use the standard notation X + a = {a + x | x ∈ X}. A set X ⊆ N is1512

eventually d-periodic, where d > 1 is an integer, if there exists a threshold t ∈ N such1513

that for all x > t we have x ∈ X if and only if x+d ∈ X. If X is eventually d-periodic1514

for some d > 1, then X is eventually periodic.1515

Lemma 55. For every q ∈ Q the set Acc(q) is eventually g-periodic.1516

Proof. It suffices to show that for all 0 6 r 6 g−1 the set Sr = {i ∈ N | r+ i ·g ∈1517

Acc(q)} is either finite or co-finite. Consider a remainder 0 6 r 6 g − 1 where Sr1518

is infinite. We need to show that Sr is indeed co-finite. Let i ∈ Sr with i > |Q|,1519

i.e. there exists an accepting run π from q of length r + i · g. Since π has length at1520

least |Q|, it must traverse a state q in a nontransient SCC C. Choose j0 such that1521

j0 ·g > m(C) where m(C) is the reachability constant from Lemma 27. By Lemma 271522

for all j > j0 there exists a cycle from q to q of length j · g. Therefore, we can extend1523

π to a longer accepting run by j · g symbols for any j > j0. This proves that x ∈ Sr1524

for every x > i+ j0 and that Sr is co-finite.1525

Two sets X,Y ⊆ N are equal up to a threshold t ∈ N, in symbol X =t Y , if for all1526

x > t: x ∈ X iff x ∈ Y . Two sets X,Y ⊆ N are almost equal if they are equal up to1527

some threshold t ∈ N.1528

Lemma 56. A set X ⊆ N is eventually d-periodic iff X and X + d are almost1529

equal.1530

Proof. Let t ∈ N be such that for all x > t we have x ∈ X if and only if x+d ∈ X.1531

Then, X and X + d are equal up to threshold t+ d. Conversely, if X =t X + d, then1532

for all x > t we have x+ d ∈ X if and only if x+ d ∈ X + d, which is true if and only1533

if x ∈ X.1534
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If the graph G = (V,E) is strongly connected with E 6= ∅ and finite period g,1535

and V0, . . . , Vg−1 satisfy the properties from Lemma 27, then we define the shift from1536

u ∈ Vi to v ∈ Vj by1537

(5.1) shift(u, v) = (j − i) mod g ∈ {0, . . . , g − 1}.1538

Notice that shift(u, v) could be defined without referring to the partition
⋃g−1
i=0 Vi since1539

the length of any path from u to v is congruent to shift(u, v) modulo g by Lemma 27.1540

Also, note that shift(u, v) + shift(v, u) ≡ 0 (mod g).1541

Lemma 57. Let C be a nontransient SCC in B, p, q ∈ C and s = shift(p, q).1542

Then, Acc(p) and Acc(q) + s are almost equal.1543

Proof. Let k ∈ N such that k · g > m(C) where m(C) is the constant from1544

Lemma 27. By Lemma 27 there exists a run from p to q of length s + k · g, and a1545

run from q to p of length (k + 1) · g − s (the latter number is congruent to shift(q, p)1546

modulo g). By prolonging accepting runs we obtain1547

Acc(q) + s+ k · g ⊆ Acc(p) and Acc(p) + (k + 1) · g − s ⊆ Acc(q).1548

Adding s+ k · g to both sides of the last inclusion yields1549

Acc(p) + (2k + 1) · g ⊆ Acc(q) + s+ k · g ⊆ Acc(p).1550

By Lemma 55 and Lemma 56 the three sets above are almost equal. Also, Acc(q) +1551

s + k · g is almost equal to Acc(q) + s by Lemma 55 and Lemma 56. Since almost1552

equality is a transitive relation, this proves the statement.1553

Corollary 58. There exists a threshold t ∈ N such that1554

(i) Acc(q) =t Acc(q) + g for all q ∈ Q, and1555

(ii) Acc(p) =t Acc(q) + shift(p, q) for all nontransient SCCs C and all p, q ∈ C.1556

Let us fix the threshold t from Corollary 58 in the following. We can now prove1557

Lemma 54.1558

Proof of Lemma 54. Let ρ be an internal run starting from p with |ρ| 6 n ∈1559

Acc(p). We have to find an accepting run π from p of length n and factorizations1560

ρ = ρ1ρ2 and π = π′ρ2 with |ρ1| 6 t.1561

If |ρ| 6 t, then we can choose for π any accepting run from p of length n ∈ Acc(p).1562

Otherwise, if |ρ| > t, then the SCC C containing p is nontransient (since ρ is internal)1563

and we can factorize ρ = ρ1ρ2 so that |ρ1| = t where ρ2 leads from p to some state1564

q of the same SCC. Set s := shift(q, p), which satisfies s + |ρ2| ≡ 0 (mod g) by the1565

properties in Lemma 27. Since Acc(q) =t Acc(p) + s by Corollary 58(ii), n > t and1566

n ∈ Acc(p), we have n + s ∈ Acc(q). Finally, since n + s ≡ n − |ρ2| (mod g) and1567

n− |ρ2| = n− |ρ|+ t > t, we know n− |ρ2| ∈ Acc(q) by Corollary 58(i). This yields1568

an accepting run π′ from q of length n− |ρ2|. Then, ρ is t-simulated by π = π′ρ2.1569

5.3. Sliding window testers with two-sided error. Next, we will construct1570

for every regular language a randomized sliding window tester with two-sided error1571

and Hamming gap εn that uses O(1/ε) bits (Theorem 50). We still assume that the1572

regular language L is recognized by an rDFA B = (Q,Σ, F, δ, q0) whose nontransient1573

SCCs have uniform period g > 1. Furthermore, we again use the constant t from1574

Corollary 58.1575

Fix a parameter 0 < ε < 1 and a window length n ∈ N. If εn/4 < t+ 1, i.e. n <1576

4(t+1)/ε, then we use a trivial sliding window tester that stores the window explicitly1577
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qi−1qiqi+1 q1qm

πi−1τi−1πiτi

ci and ri (mod g)

Fig. 4. A compact summary of a run π.

with O(n) = O(1/ε) bits. Now, assume t + 1 6 εn/4 and define the parameters1578

h = n− t and ` = (1− ε)n+ t+ 1, which satisfy1579

`

h
=

(1− ε)n+ t+ 1

n− t
6

(1− ε)n+ ε
4n

n− ε
4n

=
1− 3

4ε

1− 1
4ε

=
1− 1

4ε

1− 1
4ε
−

1
2ε

1− 1
4ε
6 1− 1

2
ε.

(5.2)1580

1581

Let Z be the (h, `)-counter with error probability 1/(3|Q|) from Proposition 34, which1582

uses O(log log |Q|+ log(1/ε)) = O(log(1/ε)) space by (5.2) (as usual, we consider |Q|1583

as a constant). Let C be its state set and c0 the initial state of Z. The counter Z is1584

used to define so-called compact summaries of runs.1585

A compact summary κ = (qm, rm, cm) · · · (q2, r2, c2)(q1, r1, c1) is a sequence of1586

triples, where each triple (qi, ri, ci) consists of a state qi ∈ Q, a remainder 0 6 ri 61587

g−1, and a counter state ci ∈ C. The state c1 is always the initial state c0 (and hence1588

low) and r1 = 0. We say that κ represents a run π if the SCC-factorization of π has1589

the form πmτm−1πm−1 · · · τ1π1, and the following properties hold for all 1 6 i 6 m:1590

(C1) πi starts in qi;1591

(C2) ri = |τi−1πi−1 · · · τ1π1| mod g;1592

(C3) if |τi−1πi−1 · · · τ1π1| 6 (1− ε)n+ t+ 1 then ci is a low state;1593

(C4) if |τi−1πi−1 · · · τ1π1| > n− t then ci is a high state.1594

Note that κ does not restrict πm except that the latter must be an internal run starting1595

in qm.1596

The idea of a compact summary is visualized in Figure 4. If m > |Q| then the1597

above compact summary cannot represent a run. Therefore, we can assume that1598

m 6 |Q|. For every triple (qi, ri, ci), the entries qi and ri only depend on the rDFA1599

B, and hence can be stored with O(1) bits. Every state ci of the probabilistic counter1600

needs O(log(1/ε)) bits. Hence, a compact summary can be stored in O(log(1/ε)) bits.1601

In contrast to the deterministic sliding window tester, we maintain a set of compact1602

summaries which represent all runs of B on the complete stream read so far (not only1603

on the active window) with high probability.1604

Proposition 59. For a given input stream w ∈ Σ∗, we can maintain a set of1605

compact summaries S containing for each q ∈ Q a unique compact summary κw(q) ∈1606

S starting in q such that for all q ∈ Q with probability at least 2/3 the run πw,q is1607

represented by κw(q).1608

Proof. We show how to maintain for the input w ∈ Σ∗ a set of random compact1609

summaries S = {κw(q) | q ∈ Q}, defined as follows: If πmτm−1πm−1 · · · τ1π1 is the1610

SCC-factorization of πw,q, πi starts in qi, and `i = |τi−1πi−1 · · · τ1π1| for 1 6 i 6 m,1611

then1612

(5.3) κw(q) = (qm, `m mod g,Z(`m)) · · · (q1, `1 mod g,Z(`1)).1613
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Note that the first triple (q1, `1 mod g,Z(`1)) is (q, 0, c0).1614

For w = ε, we initialize S = {κε(q) | q ∈ Q} where κε(q) = (q, 0, c0) for q ∈ Q. If1615

a ∈ Σ is the next input symbol of the stream, then S is updated to the new set S′ of1616

compact summaries by iterating over all transitions q
a←− p in B and prolonging the1617

compact summary starting in q by that transition. To prolong a compact summary1618

κw(q) in the form as in (5.3) by a transition q
a←− p we proceed similar to Algorithm 3.1:1619

If p and q = q1 are not in the same SCC then κwa(p) is1620

(qm, (`m + 1) mod g,Z(`m + 1)) · · · (q1, (`1 + 1) mod g,Z(`1 + 1))(p, 0, c0),1621

i.e. we make a probabilistic increment on each counter state, increment all remainders1622

mod g, and append a new triple (p, 0, c0).1623

If p and q = q1 belong to the same SCC, then κwa(p) is1624

(qm, (`m + 1) mod g,Z(`m + 1)) · · · (q2, (`2 + 1) mod g,Z(`2 + 1))(p, `1 mod g,Z(`1)),1625

i.e. in all but the last triple we make a probabilistic increment on the counter state1626

and the remainder mod g, and replace q1 by p.1627

Finally we claim that for every q ∈ Q, the compact summary κw(q) from (5.3)1628

computed by the algorithm represents πw,q with probability 2/3. Properties (C1) and1629

(C2) are satisfied by construction. Furthermore, since the length of κw(q) is bounded1630

by |Q| and each instance of Z has error probability 1/(3|Q|) the probability that1631

property (C3) or (C4) is violated for some i is at most 1/3 by the union bound.1632

It remains to define an acceptance condition on compact summaries. For every1633

q ∈ Q we define1634

Accmod(q) = {` mod g | ` ∈ Acc(q) and ` > t}.1635

Let κ = (qm, rm, cm) · · · (q1, r1, c1) be a compact summary. Since c1 is the low initial1636

state of the probabilistic counter, there exists a maximal index i ∈ {1, . . . ,m} such1637

that ci is low. We say that κ is accepting if n− ri (mod g) ∈ Accmod(qi).1638

Proposition 60. Let w ∈ Σ∗ with |w| > n and let κ be a compact summary1639

which represents πw,q0 .1640

(i) If lastn(w) ∈ L, then κ is accepting.1641

(ii) If κ is accepting, then pdist(lastn(w), L) 6 εn.1642

Proof. Consider the SCC-factorization of π = πw,q0 = πmτm−1 · · · τ1π1 and a1643

compact summary κ = (qm, rm, cm) · · · (q1, r1, c1) representing π. Thus, q1 = q0 and1644

c1 = c0. Consider the maximal index 1 6 i 6 m where ci is low, which means1645

that |τi−1πi−1 · · · τ1π1| < n − t by (C4). The run of B on lastn(w) has the form1646

π′kτk−1πk−1 · · · τ1π1 for some suffix π′k of πk and k > i. We have |π′kτk−1 · · ·πi| =1647

n− |τi−1πi−1 · · · τ1π1| > t. By (C2) we know that1648

ri = |τi−1πi−1 · · · τ1π1| mod g = n− |π′kτk−1 · · ·πi| mod g.1649

For (i) assume that lastn(w) ∈ L. Thus, π′kτk−1πk−1 · · · τ1π1 is an accepting run1650

starting in q0. By (C1) the run π′kτk−1 · · ·πi starts in qi. Hence, π′kτk−1 · · ·πi is an1651

accepting run from qi of length at least t. By definition of Accmod(qi) we have1652

|π′kτk−1 · · ·πi| mod g = n− ri mod g ∈ Accmod(qi),1653

and therefore κ is accepting.1654
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For (ii) assume that κ is accepting, i.e.1655

(n− ri) mod g = |π′kτk−1 · · ·πi| mod g ∈ Accmod(qi).1656

Recall that |π′kτk−1 · · ·πi| > t. By definition of Accmod(qi) there exists an accepting1657

run from qi whose length is congruent to |π′kτk−1 · · ·πi| mod g and at least t. By1658

point (i) from Corollary 58 we derive that |π′kτk−1 · · ·πi| ∈ Acc(qi). We claim that1659

|πiτi−1πi−1 · · · τ1π1| > (1 − ε)n + t by a case distinction. If i = m, then clearly1660

|πiτi−1πi−1 · · · τ1π1| = |w| > n > (1 − ε)n + t; the latter inequality follows from our1661

assumption t + 1 6 εn/4. If i < m, then ci+1 is high by maximality of i, which1662

implies |τiπi · · · τ1π1| > (1 − ε)n + t + 1 by (C3). Since τi has length one, we have1663

|πiτi−1πi−1 · · · τ1π1| > (1− ε)n+ t.1664

Since |π′kτk−1 · · ·πi| ∈ Acc(qi), we can apply Lemma 54 and obtain an accepting1665

run ρ of length |π′kτk−1 · · ·πi| ∈ Acc(qi) starting in qi which t-simulates the internal1666

run πi. The prefix distance between ρ and π′kτk−1 · · ·πi (which we define as the prefix1667

distance between the words read along the two runs) is at most1668

|π′kτk−1 · · ·πi+1τi|+ t = n− |πiτi−1πi−1 · · · τ1π1|+ t 6 n− (1− ε)n = εn.1669

Therefore, the prefix distance from the accepting run ρτi−1πi−1 · · · τ1π1 to the run1670

π′kτk−1πk−1 · · · τ1π1 is also at most εn. This implies pdist(lastn(w), L) 6 εn.1671

We are now ready to prove Theorem 50.1672

Proof of Theorem 50. As mentioned at the beginning of this section we use a1673

trivial sliding window algorithm whenever εn/4 < t+ 1, using O(1/ε) bits. If εn/4 >1674

t + 1 then we use the algorithm from Proposition 59, which is initialized by reading1675

the initial window �n. It maintains a compact summary which represents πw,q0 with1676

probability 2/3 for the read stream prefix w. The algorithm accepts if that compact1677

summary is accepting. From Proposition 60 (note that εn > t) we get:1678

• If lastn(w) ∈ L, then the algorithm accepts with probability at least 2/3.1679

• If pdist(lastn(w), L) > εn, then the algorithm rejects with probability at least1680

2/3.1681

This concludes the proof of Theorem 50.1682

5.4. Sliding window testers with one-sided error. In the following, we1683

turn to sliding window testers with one-sided error and prove Theorem 52, i.e. we1684

present a false-biased sliding window tester for unions of regular suffix-free languages1685

and regular trivial languages with constant Hamming gap using O(log log n) space.1686

By the following lemma, it suffices to consider the cases when L is a trivial regular1687

language or a suffix-free regular language.1688

Lemma 61. Let P1 and P2 be randomized false-biased sliding window testers for1689

L1 and L2, respectively, for window size n with Hamming gap γ(n). Then, there exists1690

a randomized false-biased sliding window tester for L1 ∪ L2 for window size n with1691

Hamming gap γ(n) using space O(s(P1) + s(P2)).1692

Proof. First we reduce the error probability of Pi, i = 1, 2, from 1/3 to 1/9 by1693

running 2 independent and parallel copies of Pi and reject iff one of the copies rejects.1694

Then, we run both algorithms in parallel and accept if and only if one of them accepts.1695

If the window belongs to L1 ∪ L2 then either P1 or P2 accepts with probability 1. If1696

the window w satisfies dist(w,L1 ∪ L2) = min(dist(w,L1),dist(w,L2)) > γ(n) then1697

dist(w,Li) > γ(n) for both i ∈ {1, 2}. Hence, both algorithms falsely accept with1698

probability at most 1/9 and the combined algorithm falsely accepts with probability1699

at most 1/9 + 1/9 6 1/3.1700
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The case of a trivial regular language is covered by the following result:1701

Theorem 62. Let L be a language and γ(n) be a function. The following state-1702

ments are equivalent:1703

• L is (γ(n) + c)-trivial for some number c ∈ N.1704

• There is a deterministic sliding window tester with Hamming gap γ(n) + c′1705

for L which uses constant space for some number c′ ∈ N.1706

Proof. Assume first that L is (γ(n) + c)-trivial. Let n ∈ N be a window size. If1707

L ∩ Σn = ∅, then the algorithm always rejects, which is obviously correct since any1708

active window of length n has infinite Hamming distance to L. On the other hand, if1709

L∩Σn 6= ∅ then the Hamming distance between an arbitrary active window of length1710

n and L is at most γ(n) + c. Hence, the algorithm that always accepts achieves a1711

Hamming gap of γ(n) + c.1712

We now show the converse statement. For each window size n ∈ N let Pn be a1713

deterministic sliding window tester for L with Hamming gap γ(n) + c′ such that the1714

number of states of Pn is constant. Assume that Pn has at most s states for every1715

n. Let N ⊆ N be the set of all n such that L ∩ Σn 6= ∅. Note that every Pn with1716

n ∈ N accepts a nonempty language. The number of deterministic sliding window1717

testers (DFAs) with at most s states over the input alphabet Σ is bounded by a fixed1718

constant d (up to isomorphism). Hence, at most d different DFAs can appear in the1719

list (Pn)n∈N . We therefore can choose numbers n1 < n2 < · · · < ne from N with1720

e 6 d such that for every n ∈ N there exists a unique ni 6 n with Pn = Pni
(here1721

and in the following we do not distinguish between isomorphic DFAs). Let us choose1722

for every 1 6 i 6 e some word ui ∈ L of length ni. Now, take any n ∈ N and assume1723

that Pn = Pni where ni 6 n. Consider any word u ∈ Σ∗ui. Since lastni(u) = ui ∈ L,1724

Pni has to accept u. Hence, Pn accepts all words from Σ∗ui. In particular, for every1725

word x of length n − ni, Pn accepts xui. This implies that dist(xui, L) 6 γ(n) + c′1726

for all x ∈ Σn−ni . Recall that this holds for all n ∈ N and that N is the set of all1727

lengths realized by L. Hence, if we define c′′ := max{n1, . . . , ne}, then every word1728

w of length n ∈ N has Hamming distance at most γ(n) + c′ + c′′ from a word in L.1729

Therefore, L is (γ(n) + c)-trivial with c = c′ + c′′.1730

Let us now turn to the case of a suffix-free regular language L. We again consider an1731

rDFA B = (Q,Σ, F, δ, q0) for L whose nontransient SCCs have uniform period g > 1.1732

Since L is suffix-free, B has the property that no final state can be reached from a1733

final state by a nonempty run.1734

We adapt the definition of a path description from Subsection 3.7. In the follow-1735

ing, a path description is a sequence1736

(5.4) P = (qk, ak, pk−1), Ck−1, . . . , (q2, a2, p1), C1, (q1, a1, p0), C0, q0.1737

where Ck−1, . . . , C0 is a chain (from right to left) in the SCC-ordering of B, pi, qi ∈ Ci,1738

qi+1
ai+1←−−− pi is a transition in B for all 0 6 i 6 k − 1, and qk ∈ F . Each path1739

description defines a partial rDFA BP = (QP ,Σ, {qk}, δP , q0) by restricting B to the1740

state set QP =
⋃k−1
i=0 Ci ∪ {qk}, restricting the transitions of B to internal transitions1741

from the SCCs Ci and the transitions qi+1
ai+1←−−− pi, and declaring qk to be the only1742

final state. This rDFA is partial since for every state p and every symbol a ∈ Σ there1743

exists at most one transition q
a←− p in BP . Since the number of path descriptions P1744

is finite and L(B) =
⋃
P L(BP ), we can fix a single path description P and provide a1745

sliding window tester for L(BP ) (we again use Lemma 61 here).1746

From now on, we fix a path description P as in (5.4). The acceptance sets AccP (q)1747
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are defined with respect to the restricted automaton BP . If all Ci are transient,1748

then L(BP ) is a singleton and we can use a trivial sliding window tester with space1749

complexity O(1). Now, assume the contrary and let 0 6 e 6 k − 1 be maximal such1750

that Ce is nontransient.1751

Lemma 63. There exist numbers r0, . . . , rk−1, s0, . . . , se ∈ N such that the follow-1752

ing holds:1753

(i) For all e+ 1 6 i 6 k, the set AccP (qi) is a singleton.1754

(ii) Every run from qi to qi+1 has length ri (mod g).1755

(iii) For all 0 6 i 6 e, AccP (qi) =si

∑k−1
j=i rj + gN.1756

Proof. Point (i) follows immediately from the definition of transient SCCs. Let1757

us now show (ii) and (iii). Let 0 6 i 6 k − 1 and let Ni be the set of lengths of runs1758

of the form qi+1
ai+1←−−− pi

w←− qi in BP . If Ci is transient, then Ni = {1}. Otherwise,1759

by Lemma 27 there exist a number ri ∈ N and a cofinite set Di ⊆ N such that1760

Ni = ri + gDi. We can summarize both cases by saying that there exist a number1761

ri ∈ N and a set Di ⊆ N which is either cofinite or Di = {0} such that Ni = ri + gDi.1762

This implies point (ii). Moreover, the acceptance sets in BP satisfy1763

AccP (qi) =

k−1∑
j=i

Nj =

k−1∑
j=i

(rj + gDj) =

k−1∑
j=i

rj + g

k−1∑
j=i

Dj .1764

For all 0 6 i 6 e we get AccP (qi) =si

∑k−1
j=i rj + gN for some threshold si ∈ N (note1765

that a nonempty sum of cofinite subsets of N is again cofinite).1766

Let us fix the numbers ri and si from Lemma 63. Let p be a random prime with1767

Θ(log log n) bits. We can obtain Pr[` ≡ n (mod p)] 6 1/3 for all 0 6 ` < n (see also1768

the proof of Lemma 37). Define the threshold1769

s = max{k,
k−1∑
j=0

rj , s0, . . . , se}1770

and for a word w ∈ Σ∗ define the function `w : Q→ N ∪ {∞} where1771

`w(q) = inf{` ∈ N | δP (last`(w), q) = qk}1772

(we set inf ∅ =∞). We now define an acceptance condition on `w(q). If n /∈ AccP (q0),1773

we always reject. Otherwise, we accept w iff `w(q0) ≡ n (mod p).1774

Lemma 64. Let n ∈ AccP (q0) be a window size with n > s + |QP | and w ∈ Σ∗1775

with |w| > n. There exists a constant c > 0 such that:1776

(i) if lastn(w) ∈ L(BP ), then w is accepted with probability 1;1777

(ii) if pdist(lastn(w), L(BP )) > c, then w is rejected with probability at least 2/3.1778

Proof. Assume first that lastn(w) ∈ L(BP ). Since L(BP ) ⊆ L is suffix-free, we1779

have `w(q0) = n (mod p) and w is accepted with probability 1.1780

Consider now the case when lastn(w) /∈ L(BP ). By definition, in this case `w(q0) 6=1781

n. In other words, only two cases are possible: either `w(q0) < n, or `w(q0) > n. If1782

`w(q0) < n, then by the choice of p we have `w(q0) 6≡ n (mod p) with probability at1783

least 2/3. Hence, w is rejected with probability at least 2/3.1784

We finally consider the case `w(q0) > n. We will show that in this case the prefix1785

distance between lastn(w) and L(BP ) is bounded by a constant c, which means that1786
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we do not have to care about the output of the algorithm. Let π be the run of BP1787

on lastn(w) starting from the initial state, and let π = πmτm−1πm−1 · · · τ0π0 be its1788

SCC-factorization. We have |π| = n. Since `w(q0) > n, the run π can be strictly1789

extended to a run to qk and hence we must have m < k. For all 0 6 i 6 m, the run1790

πi is an internal run in the SCC Ci from qi to pi. For all 0 6 i 6 m − 1 we have1791

τi = qi+1 ai+1 pi and |τiπi| ≡ ri (mod g) by point (ii) from Lemma 63. We claim that1792

there exists an index 0 6 i0 6 m such that the following three properties hold:1793

1. qi0 is nontransient,1794

2. |πmτm−1πm−1 · · · τi0πi0 | > s,1795

3. |πmτm−1πm−1 · · · τi0+1πi0+1| 6 s+m1796

(note that |πmτm−1πm−1 · · · τi0+1πi0+1| = 0 is possible).1797

Indeed, let 0 6 i 6 m be the smallest integer such that qi is nontransient (recall1798

that n > |QP | and hence π must traverse a nontransient SCC). Then, the run1799

τi−1πi−1 · · · τ0π0 only passes transient states except for its last state qi and hence1800

its length is bounded by |QP |. Therefore, we have1801

|πmτm−1πm−1 · · · τiπi| = n− |τi−1πi−1 · · · τ0π0| > n− |QP | > s.1802

Hence, there exists i satisfying properties (1) and (2) (with i0 replaced by i). Let1803

0 6 i0 6 m be the largest integer satisfying properties (1) and (2). We show that1804

property (3) holds for i0.1805

If the run πmτm−1πm−1 · · · τi0+1πi0+1 only passes transient states, then its length1806

is bounded by m − i0 6 s + m, and we are done. Otherwise, let i0 + 1 6 j 6 m be1807

the smallest integer such that qj is nontransient. The run τj−1πj−1 · · · τi0+1πi0+1 only1808

passes transient states except for its last state qj and therefore it has length j− i0−1.1809

By maximality of i0, we have |πmτm−1πm−1 · · · τjπj | < s and hence property (3)1810

holds:1811

|πmτm−1πm−1 · · · τi0+1πi0+1| = |πm · · · τjπj |+ |τj−1πj−1 · · · τi0+1πi0+1|1812

< s+ j − i0 6 s+m.1813

Let 0 6 i0 6 m be the index satisfying properties (1)-(3). Since qi0 is nontransient,1814

we have i0 6 e and therefore1815

(5.5) AccP (qi0) =s

k−1∑
j=i0

rj + gN1816

by Lemma 63(iii) and s > si0 . We claim that1817

(5.6) |πmτm−1πm−1 · · · τi0πi0 | ∈ AccP (qi0).1818

Since n > s and n ∈ AccP (q0) =s

∑k−1
j=0 rj + gN we have n ∈

∑k−1
j=0 rj + gN. This1819

implies1820

|πmτm−1πm−1 · · · τi0πi0 | = n− |τi0−1πi0−1 · · · τ0π0| ≡ n−
i0−1∑
j=0

rj ≡
k−1∑
j=i0

rj (mod g).1821

1822

In addition, we have |πmτm−1πm−1 · · · τi0πi0 | > s by property (2). Since s >
∑k−1
j=i0

rj ,1823

we get1824

|πmτm−1πm−1 · · · τi0πi0 | ∈
k−1∑
j=i0

rj + gN.1825
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Finally, we obtain (5.6) from (5.5).1826

By Lemma 54 and (5.6), there is an accepting run π′ from qi0 which t-simulates1827

the internal run πi0 and has length |πmτm−1πm−1 · · · τi0πi0 |. Here, t is a constant only1828

depending on B. The prefix distance between the runs π = πmτm−1πm−1 · · · τ0π0 and1829

π′τi0−1πi0−1 · · · τ0π0 is at most t in case i0 = m, and at most1830

|πmτm−1πm−1 · · · τi0 |+ t = |πmτm−1πm−1 · · · τi0+1πi0+1|+ 1 + t1831

6 1 + s+m+ t =: c1832

in case i0 < m due to property (3): Hence, the prefix distance between lastn(w) and1833

L(BP ) is bounded by the constant c.1834

Proof of Theorem 52. Let n ∈ N be the window size. From the discussion above,1835

it suffices to give a sliding window tester for a fixed partial automaton BP . Assume1836

n > s + |Q|, otherwise a trivial tester can be used. If n /∈ AccP (q0), the tester1837

always rejects. Otherwise, the tester picks a random prime p with Θ(log log n) bits1838

and maintains `w(q) (mod p) for all q ∈ QP , where w is the stream read so far, which1839

requires O(log log n) bits. When a symbol a ∈ Σ is read, we can update `wa using1840

`w: If q = qk, then `wa(q) = 0, otherwise `wa(q) = 1 + `w(δP (a, q)) (mod p) where1841

1 +∞ = ∞. The tester accepts if `w(q0) ≡ n (mod p). Lemma 64 guarantees that1842

the tester is false-biased.1843

5.5. Lower bounds for nontrivial regular languages. In this section, we1844

prove Theorem 51. For this, we first have to study trivial regular languages in more1845

detail. We will show a result of independence interest: every o(n)-trivial regular1846

language L is already trivial (i.e., O(1)-trivial). Given i, j > 0 and a word w of length1847

at least i + j we define cuti,j(w) = y such that w = xyz, |x| = i and |z| = j. If1848

|w| < i+ j, then cuti,j(w) is undefined. For a language L we define the cut-language1849

cuti,j(L) = {cuti,j(w) | w ∈ L}.1850

Lemma 65. If L is regular, then there are finitely many languages cuti,j(L).1851

Proof. Let A = (Q,Σ, q0, δ, F ) be a DFA for L. Given i, j > 0, let I be the set of1852

states reachable from q0 via i symbols and let F ′ be the set of states from which F can1853

be reached via j symbols. Then, the NFA Ai,j = (Q,Σ, I, δ, F ′) recognizes cuti,j(L).1854

Since there are at most 22|Q| such choices for I and F ′, the number of languages of1855

the form cuti,j(L) must be finite.1856

Lemma 66. If cuti,j(L) is a length language for some i, j > 0, then L is trivial.1857

Proof. Assume that cuti,j(L) is a length language. Let n ∈ N such that L∩Σn 6=1858

∅. We claim that dist(w,L) 6 i + j for all w ∈ Σn. If n < i + j this is clear. So,1859

assume that n > i + j. Let w ∈ Σn and w′ ∈ L ∩ Σn. Then, cuti,j(w
′) ∈ cuti,j(L)1860

and hence also cuti,j(w) ∈ cuti,j(L). Therefore, there exist x ∈ Σi and z ∈ Σj such1861

that x cuti,j(w) z ∈ L satisfying dist(w, x cuti,j(w) z) 6 i+ j.1862

The restriction of a language L to a set of lengths N ⊆ N is L|N = {w ∈ L | |w| ∈1863

N}. A language L excludes a word w as a factor if w is not a factor of any word in L.1864

A simple but important observation is that if L excludes w as a factor and v contains1865

k disjoint occurrences of w, then dist(v, L) > k: If we change at most k − 1 many1866

symbols in v, then the resulting word v′ must still contain w as a factor and hence1867

v′ /∈ L.1868

Proposition 67. Let L be regular. If cuti,j(L) is not a length language for all1869

i, j > 0, then L has an infinite restriction L|N to an arithmetic progression N = d+eN1870

which excludes a factor.1871
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Proof. First notice that cuti,j(L) determines cuti+1,j(L) and cuti,j+1(L): we have1872

cuti+1,j(L) = cut1,0(cuti,j(L)) and similarly for cuti,j+1(L). Since the number of cut-1873

languages cuti,j(L) is finite by Lemma 65, there exist numbers i > 0 and d > 01874

such that cuti,0(L) = cuti+d,0(L). Hence, we have cuti,j(L) = cuti+d,j(L) for all1875

j > 0. By the same argument, there exist numbers j > 0 and e > 0 such that1876

cuti,j(L) = cuti,j+e(L) = cuti+d,j(L) = cuti+d,j+e(L), which implies cuti,j(L) =1877

cuti,j+h(L) = cuti+h,j(L) = cuti+h,j+h(L) for some h > 0 (we can take h = ed). This1878

implies that cuti,j(L) is closed under removing prefixes and suffixes of length h.1879

By assumption cuti,j(L) is not a length language, i.e. there exist words y′ ∈1880

cuti,j(L) and y /∈ cuti,j(L) of the same length k. Let N = {k + i + j + hn | n ∈ N}.1881

For any n ∈ N the restriction L|N contains a word of length k + i + j + hn because1882

y′ ∈ cuti,j(L) = cuti+hn,j(L). This proves that L|N is infinite.1883

Let u be an arbitrary word which contains for every remainder 0 6 r 6 h − 11884

an occurrence of y as a factor starting at a position which is congruent to r mod1885

h. We claim that L|N excludes aiuaj as a factor where a is an arbitrary symbol.1886

Assume that there exists a word w ∈ L|N which contains aiuaj as a factor. Then,1887

cuti,j(w) contains u as a factor, has length k + hn for some n > 0, and belongs1888

to cuti,j(L). Therefore, cuti,j(w) also contains h many occurrences of y, one per1889

remainder 0 6 r 6 h− 1. Consider the occurrence of y in cuti,j(w) which starts at a1890

position that is divisible by h, i.e. we can factorize cuti,j(w) = xyz such that |x| is a1891

multiple of h. Since | cuti,j(w)| = k + hn and |y| = k, then |z| is also a multiple of h.1892

Therefore, y ∈ cuti+|x|,j+|z|(L) = cuti,j(L), which is a contradiction.1893

Corollary 68. For every regular language L, the following statements are equiv-1894

alent:1895

(i) L is trivial.1896

(ii) L is o(n)-trivial.1897

(iii) cuti,j(L) is a length language for some i, j > 0.1898

Proof. If cuti,j(L) is a length language then L is trivial by Lemma 66, and thus1899

also o(n)-trivial. It remains to show the direction (ii) to (iii). Assume that L is1900

o(n)-trivial. If (iii) would not hold then some infinite restriction L|N of L excludes1901

a factor w by Proposition 67. Hence, if n ∈ N is a length with L|N ∩ Σn 6= ∅, then1902

any word v of length n which contains at least bn/|w|c many disjoint occurrences of1903

w, has distance dist(v, L) > bn/|w|c to L. Then, L is not o(n)-trivial, which is a1904

contradiction.1905

Proof of Theorem 51. We will prove the two lower bounds in Theorem 51 for the1906

more general class of nondeterministic and co-nondeterministic sliding window testers.1907

A nondeterministic sliding window tester for a language L and window size n ∈ N1908

with Hamming gap γ(n) is a nondeterministic finite automaton Pn such that for all1909

input words w ∈ Σ∗ we have:1910

• If lastn(w) ∈ L, then there is at least one successful run of Pn on w.31911

• If dist(lastn(w), L) > γ(n), then there is no successful run of Pn on w.1912

In contrast, Pn is co-nondeterministic if for all w ∈ Σ∗ we have:1913

• If lastn(w) ∈ L, then all runs of Pn on w that start in an initial state are1914

successful.1915

• If dist(lastn(w), L) > γ(n), then there is a nonsuccessful run of Pn on w that1916

starts in an initial state.1917

The space complexity of Pn is log |Pn|. Clearly, every true-biased (resp., false-biased)1918

3Recall from Section 2.2 that a successful run is a run from an initial state to a final state.
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sliding window tester is a nondeterministic (resp., co-nondeterministic) one.1919

Let L be a nontrivial regular language. We will prove an log n − O(1) lower1920

bound for nondeterministic sliding window testers, and hence also for true-biased1921

and deterministic sliding window testers. By the power set construction one can1922

transform a co-nondeterministic sliding window tester with m memory states into an1923

equivalent nondeterministic (and in fact, even deterministic) sliding window tester1924

with 2m memory states. Hence, an log n − O(1) lower bound for nondeterministic1925

sliding window testers immediately yields an log n(log n−O(1)) > log n log n−O(1)1926

lower bound for co-nondeterministic sliding window testers, and hence also for false-1927

biased sliding window testers.1928

By Lemma 66, cuti,j(L) is not a length language for all i, j > 0. Let N be the1929

set of lengths from Proposition 67 such that L|N is infinite and excludes some factor1930

wf . Let c = |wf | > 0 and choose 0 < ε < 1/c. Since N is an arithmetic progression,1931

L|N is regular. Recall that every word v that contains k disjoint occurrences of wf1932

has Hamming distance at least k from any word in L|N . Let A = (Q,Σ, q0, δ, F ) be1933

a DFA for L|N . Since L(A) is infinite, there must exist words x, y, z such that y 6= ε1934

and for δ(q0, x) = q we have δ(q, y) = q and δ(q, z) ∈ F . Let d = |xz| and e = |y| > 0,1935

which satisfy d+ eN ⊆ N .1936

Fix a window length n ∈ N and consider a nondeterministic sliding window tester1937

Pn for L and window size n with Hamming gap εn. Define for k > 0 the input streams1938

uk = wnf xy
k and vk = ukz = wnf xy

kz.1939

Let α = cε < 1. If 0 6 k 6 b (1−α)n−c−d
e c, then the suffix of vk of length n contains at1940

least1941 ⌊
n− d− ek

c

⌋
>

⌊
n− d− (1− α)n+ c+ d

c

⌋
=

⌊
αn+ c

c

⌋
= bεn+ 1c > εn1942

many disjoint occurrences of wf . Hence, Pn has no successful run on an input stream1943

vk with 0 6 k 6 b (1−α)n−c−d
e c.1944

Assume now that the window size n satisfies n > d and n ≡ d (mod e). Write1945

n = d+le for some l > 0. We have l = n−d
e > b (1−α)n−c−d

e c. The suffix of vl = wnf xy
lz1946

of length n is xylz ∈ L|N . Therefore, there exists a successful run π of Pn on vl. Let1947

m be the number of states of Pn. For 0 6 i 6 l let pi be the state on the run π that1948

is reached after the prefix wnf xy
i of vl.1949

In order to deduce a contradiction, let us assume that m 6 b (1−α)n−c−d
e c. Then,1950

there must exist numbers i and j with 0 6 i < j 6 b (1−α)n−c−d
e c such that pi = pj =:1951

p. By cutting off cycles at p from the run π and repeating this, we finally obtain a1952

run of Pn on an input stream vk = wnf xy
kz with k 6 b (1−α)n−c−d

e c. This run is still1953

successful. But this contradicts our previous observation that Pn has no successful1954

run on an input stream vk with 0 6 k 6 b (1−α)n−c−d
e c. We conclude that Pn must1955

have more than b (1−α)n−c−d
e c states. This implies1956

s(Pn) > log

(
(1− α)n− c− d

e

)
> log n−O(1),1957

which proves the theorem.1958

5.6. Finite unions of suffix-free and trivial languages. In this section, we1959

show the lower bound of log n−O(1) from Theorem 53. We start with the following1960

observation.1961
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Lemma 69. Every regular suffix-free language excludes a factor.1962

Proof. Let B = (Q,Σ, F, δ, q0) be an rDFA for L. Since L is suffix-free, we can1963

assume that there exists a unique sink state qfail /∈ F , i.e. δ(a, qfail) = qfail for all1964

a ∈ Σ, which is reachable from all states. We construct a word wf ∈ Σ∗ such that1965

δ(p, wf ) = qfail for all p ∈ Q. Let p1, . . . , pm be an enumeration of all states in1966

Q \ {qfail}. We then construct inductively words w0, w1, . . . , wm ∈ Σ∗ such that for1967

all 0 6 i 6 m and 1 6 j 6 i: δ(wi, pj) = qfail . We start with w0 = ε. Assume1968

that wi has been constructed for some i < m. There is a word x such that that1969

δ(x, δ(wi, pi+1)) = qfail . We set wi+1 = xwi. Then, δ(wi+1, pi+1) = δ(xwi, pi+1) =1970

qfail and δ(wi+1, pj) = δ(xwi, pj) = δ(x, qfail) = qfail for 1 6 j 6 i. Finally, we define1971

wf = wm.1972

Lemma 70. Every regular language L satisfies one of the following properties:1973

• L is a finite union of regular trivial languages and regular suffix-free lan-1974

guages.1975

• L has a restriction L|N which excludes some factor and contains y∗z for some1976

y, z ∈ Σ∗, |y| > 0.1977

Proof. Let B = (Q,Σ, F, δ, q0) be an rDFA for L. Let Br = (Q,Σ, Fr, δ, q0) where1978

Fr is the set of nontransient final states and Bq = (Q,Σ, {q}, δ, q0) for q ∈ Q. We1979

can decompose L as a union of Lr = L(Br) and all languages L(Bq) over all transient1980

states q ∈ F . Notice that L(Bq) is suffix-free for all transient q ∈ F since any run to1981

q cannot be prolonged to another run to q. If Lr is trivial, then L satisfies the first1982

property. If Lr is nontrivial, then by Lemma 66 and Proposition 67 there exists an1983

arithmetic progression N = a+ bN such that Lr|N is infinite and excludes some word1984

w ∈ Σ∗ as a factor. Let z ∈ Lr|N be any word. Since some nontransient final state p1985

is reached in Br on input z, there exists a word y which leads from p back to p. We1986

can ensure that |y| is a multiple of b by replacing y by yb. Then, y∗z ⊆ Lr|N ⊆ L|N .1987

Furthermore, since each language L(Bq) excludes some factor wq by Lemma 69, the1988

language L|N ⊆ Lr|N ∪
⋃
q L(Bq) excludes any concatenation of w and all words wq1989

as a factor.1990

Proof of Theorem 53. Let L be a regular language that is not a finite union of1991

regular trivial languages and regular suffix-free languages. By Lemma 70, L has a1992

restriction L|N which excludes some factor wf and contains y∗z for some y, z ∈ Σ∗,1993

|y| > 0. Let c = |wf | > 1. We choose 0 < ε < 1/c. Let d = |z| and e = |y|. Fix1994

a window length n ∈ N and define for k > 0 the input streams uk = wnf y
k and1995

vk = ukz = wnf y
kz.1996

We show the lower bound of log n−O(1) for co-nondeterministic sliding window1997

testers. Consider a co-nondeterministic sliding window tester Pn for L and window1998

size n with Hamming gap εn. Let α = cε < 1 and r = b (1−α)n−c−d
e c. If 0 6 k 6 r,1999

then the suffix of vk of length n contains at least2000 ⌊
n− d− ek

c

⌋
>

⌊
n− d− (1− α)n+ c+ d

c

⌋
=

⌊
αn+ c

c

⌋
= bεn+ 1c > εn2001

many disjoint occurrences of wf . Hence, Pn must reject the input stream vk for2002

0 6 k 6 r, i.e. there is a run of Pn on vk that starts in an initial state and ends in a2003

nonfinal state. Consider such a run π for vr. For 0 6 i 6 r let pi be the state in π2004

that is reached after the prefix wnf y
i of vr. Let now m be the number of states of Pn2005

and assume m 6 r. There must exist numbers i and j with 0 6 i < j 6 r such that2006

pi = pj =: p. It follows that there is a Pn-run on yj−i that starts and ends in state2007
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p. Using that cycle we can now prolong the run π, i.e. for all t > 0 there is a run of2008

Pn on vr+(j−i)·t = wnf y
r+(j−i)·tz that starts in an initial state and ends in a nonfinal2009

state.2010

Assume now that the window size satisfies n > d and n ≡ d (mod e). Write2011

n = d + le for some l > 0. Each n with this property satisfies n ∈ N since the word2012

ylz belongs to L|N . We have l = n−d
e > b (1−α)n−c−d

e c = r. For every k > l, the2013

suffix of vk = wnf y
kz of length n is ylz ∈ L. Therefore, Pn accepts vk, i.e. for all2014

k > l, every run of Pn on vk that starts in an initial state has to end in a final state.2015

This contradicts our observation that for all t > 0 there is a run of Pn on vr+(j−i)·t2016

that goes from an initial state to a nonfinal state. We conclude that Pn has at least2017

r + 1 > (1−α)n−c−d
e states. It follows that2018

s(Pn) > log

(
(1− α)n− c− d

e

)
> log n−O(1).2019

This proves the theorem.2020

5.7. Tradeoff between Hamming gap and space. Comparing Theorem 492021

and Theorem 50 leads to the question whether one can replace the Hamming gap2022

γ(n) = εn in Theorem 50 by a sublinear function γ(n) while retaining constant space2023

at the same time. We show that this is not the case:2024

Lemma 71. Let L = a∗ ⊆ {a, b}∗. Every randomized sliding window tester with2025

two-sided error for L and window size n with Hamming gap γ(n) < n needs space2026

Ω(log n− log γ(n)).2027

Proof. We reduce from the greater-than-function GTm, whose randomized one-2028

way communication complexity is Ω(logm) (Theorem 38). Consider a randomized2029

sliding window tester Pn for a∗ and window size n with Hamming gap γ(n). Let k :=2030

γ(n) + 1 and define m = bn/kc. Hence, we have n = mk+ r for some r < k. We then2031

obtain a randomized one-way protocol for the greater-than-function on the interval2032

{1, . . . ,m}: Alice produces from her input i ∈ {1, . . . ,m} the word wi = bkar+(m−i)k.2033

She then runs Pn on wi and sends the memory state to Bob. Bob continues the run2034

of the randomized sliding window tester, starting from the transferred memory state,2035

with the input stream ajk. He obtains the memory state reached after the input2036

bkar+(m−i+j)k. Finally, Bob outputs the negated answer given by the randomized2037

sliding window tester. If i 6 j, then lastn(bkar+(m−i+j)k) = an ∈ L and Bob rejects2038

with high probability. On the other hand, if i > j, then2039

|bkar+(m−i+j)k| = k + r + (m− i+ j)k 6 k + r + (m− 1)k = r +mk = n2040

and hence lastn(bkar+(m−i+j)k) contains at least k many b’s. Since the Hamming2041

distance between this window and a∗ is at least k = γ(n) + 1, Bob accepts with2042

high probability. Hence, we have a correct protocol for GTm. Therefore, s(Pn) =2043

Ω(logm) = Ω(logn− log γ(n)).2044

For example, if γ(n) 6 nc for some 0 < c < 1 then the space complexity in2045

Lemma 71 is Ω(log n).2046

6. Conclusion and future work. In this paper we precisely determined the2047

space complexity of regular languages in the sliding window model in the following2048

settings: deterministic, randomized, deterministic property testing, and randomized2049

property testing. Two important restrictions that made our results possible but that2050

also limit their applicability are the following:2051
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• Our sliding window algorithms only answer boolean queries (does the window2052

content belong to a language or not?). In many applications one wants to2053

compute a certain non-boolean value, e.g. the number of 1’s in the window.2054

This leads to the question whether our automata theoretic framework for2055

sliding window problems can be extended to non-boolean queries. Weighted2056

automata [28] or cost register automata [4] could be a suitable framework for2057

such an endeavor.2058

• The incoming data values in our model are from a fixed finite alphabet. In2059

many practical situations the incoming data values are from an infinite do-2060

main (at least on an abstract level) like the natural numbers or real numbers.2061

Again, the question, whether our automata theoretic approach can be ex-2062

tended to such a setting, arises. A popular automata model for words over2063

an infinite alphabet (which are known as data words in this context) are reg-2064

ister automata, which are also known as finite memory automata [60, 72].2065

In the context of sliding window streaming, deterministic register automata2066

(DRA for short) [36] might be a good starting point. Benedikt, Ley and2067

Puppis [13] proved a Myhill-Nerode-like theorem that characterizes the class2068

of data languages recognized by DRA for the case that the underlying rela-2069

tional structure A on the data values is either (D,=) (where = denotes the2070

equality relation) or (D,<) for a strict linear order <. As a byproduct of2071

this characterization, they obtain a minimal DRA for any DRA-recognizable2072

language. This DRA is minimal in a very strong sense: at the same time it2073

has the minimal number of states and the minimal number of registers among2074

all equivalent DRA. Using these minimal DRA, one can define space-optimal2075

streaming algorithms for data languages analogously to the case of words over2076

a finite alphabet.2077
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[22] Raphaël Clifford and Tatiana Starikovskaya. Approximate Hamming distance in a stream.2149
In Ioannis Chatzigiannakis, Michael Mitzenmacher, Yuval Rabani, and Davide Sangiorgi,2150
editors, Proceedings of the 43rd International Colloquium on Automata, Languages, and2151
Programming (ICALP 2016), volume 55 of LIPIcs, pages 20:1–20:14. Schloss Dagstuhl -2152
Leibniz-Zentrum fuer Informatik, 2016.2153

[23] Edith Cohen and Martin J. Strauss. Maintaining time-decaying stream aggregates. J. Algo-2154
rithms, 59(1):19–36, 2006.2155

[24] Gianpaolo Cugola and Alessandro Margara. Processing flows of information: From data stream2156
to complex event processing. ACM Computing Surveys, 44(3), 2012.2157

[25] Mayur Datar, Aristides Gionis, Piotr Indyk, and Rajeev Motwani. Maintaining stream statistics2158
over sliding windows. SIAM J. Comput., 31(6):1794–1813, 2002.2159

[26] Mayur Datar and S. Muthukrishnan. Estimating rarity and similarity over data stream win-2160
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and Damian Niwinski, editors, Proceedings of the 34th International Symposium on Math-2226
ematical Foundations of Computer Science 2009 (MFCS 2009), volume 5734 of Lecture2227
Notes in Computer Science, pages 356–368. Springer, 2009.2228

51

This manuscript is for review purposes only.



[47] Pawe l Gawrychowski, Oleg Merkurev, Arseny M. Shur, and Przemyslaw Uznański. Tight2229
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[59] Galina Jirásková and Peter Mlynárcik. Complement on prefix-free, suffix-free, and non-2269
returning NFA languages. In Helmut Jürgensen, Juhani Karhumäki, and Alexander2270
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